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DEVELOPMENT OF MODELS AND ALGORITHMS FOR THREE-FACTOR
AUTHENTICATION SYSTEM
DONETS O.V. (xal1867818@student.karazin.ua),
V. N. Karazin Kharkiv National University
RADOUTSKA A .K. (anna.radoutska@nure.ua),
Kharkiv National University of Radio Electronics

The thesis demonstrates the need to create an additional authentication factor that will be
independent of additional devices and will operate on the principle of a single password.

Nowadays, there is a rapid digitalization of society: the transition from paper to digital, and
then, the integration of disparate systems into a single cloud network. There is a change in
established control mechanisms of systems for which the necessary condition is the direct presence
on systems with remote controls. This is due to the fact that the level of development of information
technology has reached a level where it becomes possible and profitable to move from established
systems management technologies to computer systems. This transition creates both many
opportunities and many additional problems, without the solution of which the implementation of
computer systems does not make sense. One of such problems is the problem of organizing access
to the system - authentication [1]. Namely, it is necessary to provide access to the system to users to
whom this access is provided, and to prohibit all others. It is necessary to provide ease of access
and, at the same time, a sufficient level of security against hacking.

Multiple password authentication is the most common type of authentication in which the
knowledge factor is used. However, due to the fact that this type of authentication has significant
disadvantages: multiple passwords can be intercepted, multiple passwords can be picked up by
brute force, the use of multiple passwords as a single link authentication is not a sufficient condition
to protect systems with high security requirements [2,3]. Other examples of the use of one-factor
authentication are the use of the ownership factor (tokens, authentication via SMS, mobile
applications on the phone), or the use of the user property factor (biometric authentication). Each
type of authentication has its advantages and disadvantages, but the disadvantages of each
individual factor are sufficient to break the system. Therefore, using only one authentication factor
is not desirable. The next step in the development of authentication systems was the simultaneous
use of several types of authentication - multifactor authentication. Multifactor authentication
involves the use of several different authentication factors [2,3]. As a simple and widespread
example, we can use as the first factor the login and password, and as the second factor in the use of
SMS code that comes to the mobile number of the user. In this way, the information owned by the
user (password) and things owned by the user (SIM card) are checked. The highest level of
protection is authentication systems that use all 3 types of authentication (knowledge, ownership,
property). And the least secure approach is to use 2 different types of authentication out of 3
possible [3].

The problem is that existing knowledge factors have the least security, namely: usually the
knowledge factor involves the transfer of the same information to the authentication server at each
authentication attempt. This has the same disadvantages as using a multiple password. Therefore, it
was decided to develop a knowledge factor that will get rid of the existing shortcomings inherent in
this type of factors. To solve this problem, the following requirements were created: the factor must
be created on the basis of a one-time password (user with different authentication attempts transmits
different data), the factor must be a factor of knowledge (lack of hardware as opposed to ownership
factor), provide the minimum possible synchronizations, provide the ability to configure the
complexity factor.
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The authentication factor was developed, the main idea of which is as follows: 1) at the
synchronization stage, the user creates a mathematical formula for authentication and transmits this
formula to the authentication server; 2) at the authentication stage, the server generates random
values for the arguments of the function and transmits these values to the user. The user calculates
the value of the function with these arguments and passes this value to the authentication server. As
a result, an authentication factor has been developed that uses the knowledge factor and has the
necessary characteristics. This increases the security of systems that use the knowledge factor.

Sources:

1. What is E-Authentication? [Electronic resource]. - 2021. Resource access mode:
https://www.easytechjunkie.com/what-is-e-authentication.htm

2. Authentication and Lifecycle Management [Electronic resource]. - 2021. Resource access
mode: https://pages.nist.gov/800-63-3/sp800-63b.html

3. Authentication at Scale [Electronic resource]. - 2018. Resource access mode:
https://www.computer.org/cms/Computer.org/ComputingNow/pdfs/ AuthenticationAtScale.pdf
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BiHHHITEKHI HAITIOHAIBHUN TEXHIYHUN YHIBEPCUTET

Memorw cmammi € ananiz cxemu ma aneopumity 8i000py onepamopis Oe3niloOMHUX TIMATbHUX
anapamis 3a CMAHOM NCUXOQI3i0N102TYHOCO0 300p08’s. YV pobomi HABEOEHO BaAMCIUBICID
npogedenHs  cneyianizosanoco mecmyeanus O0ns  onepamopie BIIJIA ma obrpynmosano
HeoOXxiOHicmb ix ncuxogizionociunoco 8i06opy. 3obpadiceno nepesazu ma HeOONIKU NEBHUX
Memooux makxux nioxooie. Ilposedenws npoghecitinoeo 8i0b6opy 3a maxkumu pe3yibmamamu
003801UMb 3HAYHO NIOBUWUMU ePEeKMUBHICMb BUKOPUCMAHHA OE3NIIOMHUX JTIMATIbHUX anapamis i
PIBEHb KePYBAHHA HUMU.

TectyBanHs NPOBOAUTHCS Yy BUIJISII KOMIT FOTEPHOTO TECTY, IO JI03BOJISIE

CremianizoBanuii TectT «AmanTuBHICTh — 200» mpu3HAYCHUN I BUBYCHHS aJanTaliiHUX
MOXJIMBOCTEH BIHCHKOBOCIY)KOOBIIIB HAa OCHOBI OIIIHKA JEAKHX COIIaJbHO-TICUXOJOTIYHUX 1
TICUXOJIOTIUHNX XapaKTePUCTUK OCOOMCTOCTI, IO BiMOOPaXyrTh IHTErpajibHi OCOOIMBOCTI
MICUXIYHOTO Ta corianbHOro po3BuTKy. HoBa Bepcit bOO «AnantuBHicTh-200» Mictuth 200
3anutanb. KpiM Tpamuniiaunx rpamaniid: IIP (mcuxiyna perymanis), KII (koMmyHIKaTHBHUMN
noTeniian) i MH (MopanbHa HOPMAaTUBHICTH) 10 BepCii OMUTYBaIbHUKA YBIMIIIIN T0AATKOBI IIKAIH
BIIC (BilicekoBo-mipodeciiiHa cripsiMoBaHicTh), JJAIT (CXuabHICTE 10 A€BIaHTHUX (OPM MOBEIIHKN)
1 CP (cyiumanbHUN PU3HK).

besnocepennbo nepe NpoBEACHHSIM 00CTEKEHHS Ta€ThCsl KOPOTKA IHCTPYKILiS, IO BKa3ye Mpo
Te, W0 JaHe [OCHiKEHHS CIpsAMOBaHe Ha BUSABIEHHS IHAMWBIAyaJbHUX OCOOJIMBOCTEH.
OnwuryBanbHUK MICTUTHh 200 TBep/UKEHb (3allUTaHb) MPO KHUTTSA, POOOTY, BIAHOCHHM Y CIM’i,
IHTEpEeCH Ta CXWJIBHOCTI. 3aBJaHHs MOJSATae y TOMY, 100 BUBHAYUTH CBO€ BIAHOIIEHHS 10 KOKHOTO
TBEpKEHHS, TOOTO MOTOAUTHCS a00 HE MOTOAWTHUCA 3 HHUM. SIKINO, omepaTop MOTOXKYeTecs i3
TBEP/KEHHSAM, TO MpPH KOMII'IOTEPHOMY OMNMUTYBAaHHI Yy KIITII 3 HOMEPOM JaHOTO MHUTaHHS
CTaBUTBCS «+» a SKIIO K HE 3TOJHI — CTaBUTHCS «—». J1Ji1 0OpoOKM OTpUMaHHUX JAaHUX HEOOXITHO
MaTu Habip KITIOYIB, SIKi BIAMOBINAIOTH OCHOBHMM 1 A0AaTKOBUM InkaiaM bOO «AIanTHUBHICTH-
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