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INTELLIGENT AGENT OF ACCESS MANAGEMENT AND CONTROL
SYSTEM
Author: Denys Vysoven
Supervisor: Artem Kovalchuk
National Technical University of Ukraine
«Kyiv Sikorsky Polytechnic Institute» (Ukraine)

Abstract.This article is devoted to the research and development of an agent for a
distributed system of access management and control. It consists of different modules,
which allows for addition of new features and improves its security and redundancy
capabilities. This system allows for a precise control of movement of authorized and
unauthorized personnel.

Keywords: distributed systems, multiagent systems, ACS systems, security
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Introduction

In the conditions of fierce competition in the market of new technologies,
observance of conditions of secrecy and counteraction of technological information
leakage, information security, unauthorized access to equipment and territory for some
enterprises, the question of organization and control of access to technological zones and
premises becomes critical.

This paper addresses the problem of adapting the access control and management
system as a way of managing an object in the context of the changing state of the
environment and the object itself (technological zone, etc.).

Adaptation of the access control and management system is based on changing the
scenarios of its behavior according to external factors, such as time of day, the presence in
the technical area of authorized personnel with higher priority, the presence of
authorization in general, etc. In the case of a distributed access control and management
system, the possible scenarios for its behavior are much more complicated.

Modern access control and management systems do not have adaptive algorithms
for organizing regulations of their operation.

This paper describes the creation of an agent for a distributed system of access
control and management to technological zones and premises (hereinafter ACS). Its role is
to ensure regulations and scenarios for authorized and unauthorized access and movement
of persons within the control area.

In order to ensure a high level of protection of the object against unauthorized
interference in a changing situation, the following should be considered:

1.  Possibility to change access regulations during the day.

2.  Possibility to change access regulations in case of emergencies (fire, accident,
terrorist attack, natural disaster, etc.).

3. Possibility to change the regulations for access to the equipment, its activation
and / or change of the operating mode according to the access level.

4.  Ability to monitor the movements of persons (and their legitimacy) in the
control area.

Access control systems

The existing literature about modern access management and control systems
describes the following principles of ACS operation [4, 7]:

° countering industrial espionage;
anti-theft action;
against sabotage;
against intentional damage to material assets;
time tracking;
controlling the arrival and departure of employees on time;
protection of confidentiality of information;
regulation of the flow of visitors;

° control of entry and exit of transport and freight.

In addition, ACS is a barrier to the "curious" people [4].

When implementing specific access control systems, different methods and devices
are used to identify and verify a person.

As the most commonly used ACS can be called such [4]:
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regular carousels and walls;
turnstiles for passage in the corridors;
lock cabins;
automatic gates;
rotating turnstiles;
revolving doors;
roadblocks;
barriers;
parking systems;
sliding round doors;
three-bar turnstiles;
full-height turnstiles;
° sliding turnstiles.
A very important issue is the possibility of integrating ACS with any security
system using an open protocol [4].
The main objectives of the checkpoint regulations are [4, 7]:
° protecting the legitimate interests of the plant, maintaining internal

management;
° protection of business property, its rational and efficient use;
° increase in corporate profits;
° internal and external stability of the organization;

° protection of trade secrets and intellectual property rights.

Checkpoint regulations as part of the security system allows owner to solve the
following tasks [4, 7]:

° Ensuring licensed transition of employees and visitors, import / export of
material products and assets, butchering of enterprise;

° Preventing uncontrolled penetration of unauthorized persons and vehicles into
protected areas and private buildings (premises);

° Timely identification of threats to the interests of the plant, as well as
potentially dangerous conditions that could cause material and moral harm to the venture;

° Creating reliable guarantees for maintaining the organizational stability of the
external and internal relationships of the enterprise, developing a rapid response
mechanism for threats and negative trends;

° Suppression of outbreaks in the legitimate interests of the enterprise, the use
of legal, economic, organizational, socio-psychological, technical and other means to
identify and reduce sources of threat to the security of the enterprise.

Checkpoint regulations can be defined as a system of providing regulatory,
organizational and material guarantees for identifying, preventing and combating
infringement of the legal rights of an enterprise, its property, intellectual property,
production discipline, technological leadership, scientific achievements and protected
information, and as a combination of organizational and legal restrictions and rules,
establishing the procedure for passing through the checkpoint employees of the facility,
visitors, transport of import / export of material assets [4].
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Multi agent systems
An agent is a computer system located in a particular environment, and can operate
autonomously in that environment to meet its design goals.

—> Agent

action output

sensor input

Figure 1. An agent in its environment. The agent takes sensory input from the
environment, and produces as output actions that affect it. The interaction is usually an
ongoing, non-terminating one.

Figure 1 gives an abstract view of an agent. In this diagram, we can see the action
output generated by the agent in order to affect its environment. In most areas of
reasonable complexity, an agent will not have complete control over its environment. It
will have at best partial control, in that it can influence it. From the agent’s point of view,
this means that the same action performed twice in apparently identical circumstances
might appear to have completely different effects, and in particular, it may not have the
desired effect. Therefore, agents should be prepared in environments other than the most
natural for the possibility of failure. We can formally summarize the situation by saying
that environments are in general assumed to be nondeterministic. Usually, an agent will
have a variety of actions available to it. This set of possible actions represents its ability to
change its environment. Note that not all actions can be performed in all situations. For
example, an action 'lift table' is only applicable in situations where the weight of the table
is sufficiently small that the agent can lift it. Similarly, the action ‘purchase a Ferrari' will
fail if insufficient money are available to do so.Operations therefore have preconditions
that define the possible situations in which they can be applied. The key problem facing an
agent is that of deciding which of its actions it should perform in order to best satisfy its
design objectives. Agent architectures are really software architectures for decision-
making systems that are embedded in an environment [1, 2, 5, 6].

Control system can be viewed as an agent. A simple example of such a system is a
thermostat. Thermostats have a sensor for detecting room temperature. This sensor is
embedded directly in the environment (i.e. the room), and it produces as output one of two
signals: one that indicates that the temperature is too low, another, which indicates that the
temperature is OK. The actions available to the thermostat are 'heating on' or 'heating off".
The action 'heating on' will generally have the effect of raising the room temperature, but
this cannot be a guaranteed effect - if the door to the room is open, for example, switching
on the heater may have no effect. The (very simple) decision making component of the
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thermostat implements (usually in electro-mechanical hardware) the following rules [1, 3,
6]:

° too cold - heating on,

° temperature OK - heating off.

More complex environment control systems, of course, have considerably richer
decision structures. Examples include autonomous space probes, fly-by-wire aircraft,
nuclear reactor control systems, and so on [1, 5].

Main conditions of agents’ intelligence [1]:

° Reactivity. Intelligent agents are able to perceive their environment, and
respond in a timely fashion to changes that occur in it in order to satisfy their design
objectives.

° Proactiveness. Intelligent agents are able to exhibit goal-directed behaviour by
taking the initiative in order to satisfy their design objectives.

° Social ability. Intelligent agents are capable of interacting with other agents
(and possibly humans) in order to satisfy their design objectives.

Research result
Within the performed work, the concept and the software-hardware complex of the
distributed access control and management system were developed.
The developed system consists of three basic parts:
° ACS management Interface;
° Lock Agent;
° Agent for activity monitoring and decision-making.
The software system of the information system has the structure shown in Figure 2.

<<model>> |
ACS Management interface |
Lock Agent
Agent Broker
A Access control module
User UI ,‘
1 ,"‘ ID input module
Y% ; 1
Agent for activity monitoring and decision making / ¢
Agent Broker / K 4 Local DB
[ 1 4\‘_1 I A [ ]
Magsg;'::"‘ Global DB R rrrs Agent Broker L..........% Debug User UL

Fig. 2 Structure of the information system
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The ACS management interface and the activity monitoring and decision-making
agent are software implementations. The lock agent is a hardware and software complex.

The hardware implementation of a lock agent is based on an ARM32-compliant
microcomputer, reader modules and access modules (lock actuator, turnstile, power
supply, etc.).

The lock agent software is developed in Java programming language, using
Hibernate, Netty and GSON libraries and runs on Java Runtime Environment 8 under
Armbian Linux operating system.

The admin interface software is designed using the Java programming language,
including the Vaadin Framework, using Netty and GSON libraries, and runs on Java
Runtime Environment 8.

The activity monitoring and decision-making agent software is developed in Java
programming language, including Spring framework, using Netty library and runs on Java
Runtime Environment 8.

Each lock agent has a built-in local H2 database in which it stores access rules. The
activity monitoring and decision-making agent operates a global database (it is unique to
one defined distributed system) MySQL. The management interface manages a copy of
the global database. Any changes to the rules coming from the management interface are
made to the global database. The activity monitoring and decision-making agent, upon
receipt of the new regulation, shall make appropriate adjustments to the system. All
changes to the regulation are synchronized with the lock agents, according to the following
parameters:

° each lock agent receives only those parts of the regulation that relate to his
control area;

° each lock agent receives a minimum amount of personal information.

° data exchange is performed by standardized JSON serialization commands

The software part performs the following main tasks:

° Activation of the system and updating of local databases of lock agents.

° Formation of access regulations by the system administrator according to
different situations (fire, accident, terrorist attack, natural disaster, etc.).

° Monitoring of the technical state (status) and controllability of lock agents by
the monitoring and decision-making agent.

° Reading information using the readout module.

° Identification of the person by the lock agent using build-in database and
determination of permissions of authorized and unauthorized persons.

° Logging events to the system log.

° Monitoring the activity and displacement of individuals.

° Generation of notifications and alarms.

° Prepare and report on relevant services (managers, security and safety
services).

The ACS management interface is shown in Figure 3, 4 and 5. It provides the
system administrator with the following tools:

) Allows access to the operator's personal cabinet (personal data, identification
keys, access keys, etc.).

° Formulation of a list of situations and regulations of access and activity of
authorized and unauthorized persons and scenarios of reactions to all possible events.
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Maintenance of a global database of authorized persons.
Visualization of activities and movements within the control area.
Monitoring of the status of technical equipment of the ACS.
Generate reports for different services.

+ New user
Name Login Password
1 Denys Denvys5 Doors NFCs
Doors NFCs
4 Doors NFCs
Doors NFCs
] Doors NFCs
1 Doors NFCs
12 Doors NFCs
Doors NFCs
15 Doors NFCs
Doors NFCs

Denys

Login

Denvys5

Password

Cancel fi Delete

Fig. 3 User List Interface

44 Back to users + Add door access Denvys5
MName

1 Doar Delete

2 Doar Delete

Fig. 4 List of user-accessible premises interface
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44 Back to users + New NFC key Denvys5

Uid
57 Delete

38 Delete

43 Delete

Fig. 5 User authentication keys interface

The lock agent constantly communicates with the monitoring and decision-making
agent. Its main task is to enforce the access regulations to the premises on which it is
assigned. The lock agent provides the possibility of authorization of persons according to
the following identification data:

° credit card
° fingerprint
° personal smartcard
° face scan
° etc.

Conclusion

The result of conducted research is the creation of a multi-agent distributed ACS. It
allows you to set rules for access of authorized and unauthorized persons to premises or
territories controlled by the system.

This agent allows the multi-agent system to track the movement of people through
controlled premises and respond accordingly to the movement of authorized personnel.

This development has the greatest potential in facilities with a high level of security
and a large hierarchy of access to premises or territories. After consultations, the military
service and large business companies became interested in this development.

The introduction of such a control system will allow enterprises with a high level of
internal security to increase the savings of internal resources (by controlling the number of
people in different zones and premises of buildings), to improve the details of reporting
(about the movement of authorized personnel inside objects controlled by the system) and
to reduce the volume of overhead maintenance costs for access control and control
systems.
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EMERGENCY SITUATIONS THROUGH PUBLIC WIRELESS ACCESS POINTS

Authors: Oleksii Patlaichuk, Hlib Serbulov
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Admiral Makarov National University of Shipbuilding (Ukraine)

Abstract. In the event of an emergency, there are still actions that people must take
to save themselves. Currently everyone has a mobile phone. Almost all establishments
have an open Wi-Fi network. Therefore, the purpose of the work 1s to design and develop a
system that, when connected to the network, informed about the threats that have arisen
and the actions that citizens must take to avuid darmage. The alert system works around
the clock. It complements the existing fire alarim and security systems.

In the work a critical analysis of existing and prospective emergency alert systems
was carried out, which showed that there is currently a revision of the requirements for
the civil protection notification system towards the transition to new structures of such
systems organization, taking into account the current state of technical means of
communication, protection against unauthorized access and the spread of malware,
identified the possibility of improving them.

The mathematical model of choosing the optimal coverage of the territory with the
signal WI-FI alert has been improved, which takes into account losses during repeated
passage of the signal through obstacles, which allows to predict the frequency reuse on
different floors of the building.

The study was made un 19 pages of printed text, contains 3 drawings and a list of
references, which consist of 22 sources. The study was done in English.

Key words: Alerts, Public Wireless APs, Unauthorized Data Access, Alert Nodes,
Emergencies.

Introduction

One of the main ways of protecting the population from emergencies is timely
notification of the danger in the situation that has arisen as a result of its development, as
well as informing about the procedure and rules of behavior in the context of the
emergency.

Today there is a revision of the requirements regarding modern alert systems (AS),
which were created for the purpose of civil protection tasks by means of automated
systems of centralized notification, communication networks, radio broadcasting. There is
a transition to new structures of organization of such systems, taking into account the
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