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Abstract. The paper considers the main types and methods of assessing the level 

of integrated security of the enterprise. The main purpose of the study is to develop 

methodological foundations for assessing the level of integrated security of the motor 

transport enterprise (MTE). The methodical basis for assessing the level of integrated 

security of the enterprise, which, unlike the existing ones, is based on the assessment 

of the safety of the basic subsystems of the enterprise (in accordance with the resource 

and functional components) using the generalized desirability function and integral 

assessment. The scale of interpretation of the integral level of integrated security of the 

enterprise is developed. This methodology takes into account the influence of a 

complex of internal and external factors, and allows to determine the overall level of 

integrated security of the enterprise, problem areas of production and economic 

activity of enterprises that require management decisions. The results of the study can 

be used by domestic enterprises in the process of ensuring the required level of their 

security. 

Keywords: security, integrated security, environmental safety, economic safety, 

evaluation, desirability function. 

 
І. INTRODUCTION 

Intensive change of environmental factors, which causes instability of economic 
conditions of market participants, creates threats to their security. This situation forces 
enterprises to adapt to the operating conditions more quickly, requires the ability to 
find and implement ways to ensure stable development based on the identification, 
neutralization and prevention of threats. In Ukraine, full-scale hostilities led to heavy 
losses due to the destruction and damage of transport infrastructure, industrial and 
transport enterprises, etc. This has put a large number of motor transport enterprises 
(MTE) in Ukraine on the verge of survival. The current state of the Ukrainian economy 
necessitates radical changes in the security of domestic enterprises. The essence of 
these transformations is the implementation of a set of measures that will ensure the 
management of integrated security of the enterprise adequate to the conditions of its 
functioning in a modern competitive environment. 

Despite the large number of scientific studies in the field of management and 
assessment of integrated security of the enterprise (ISE), approaches to defining the 
essence, principles, identifying factors of influence and assessing the level of integrated 
security of the enterprise are scattered. Therefore, there is a need to study the theoretical 
and methodological foundations of determining the level of integrated security of the 
enterprise, management of integrated security of the enterprise and substantiation of 
ways of their implementation, the application of which will ensure the stable 
development of enterprises. In this regard, the question arises about the proper 



ECONOMICS AND ADMINISTRATION 

231 

assessment of the state of security of road transport enterprises and the development of 
appropriate methods for its effective management. Therefore, the issue of assessing the 
level of integrated safety of motor transport enterprises (MTE) under the condition of 
environmental protection is quite relevant. 

II. LITERATURE ANALYSIS 
At the present stage of development of the concept of integrated security of the 

enterprise, considerable attention is paid to the methods of its assessment at the 
enterprise level, although a single comprehensive methodological approach to 
assessment and analysis has not yet been developed. An important element of the 
security management system of an economic entity is the study of modern methods 
and tools for assessing its level, as well as their further improvement.   

Regarding the methods of safety assessment, each of the researchers formed their 
own vision of the need for their application in the study. At the same time, approaches 
to the assessment of individual components of ISE (financial and economic, physical, 
environmental, informational, political and legal, etc.) Let us consider the most 
common approaches to assessing these components of ISE. 

The main approaches to quantitative assessment of the level of financial and 
economic security of the enterprise are summarized in Table 1. 

 
Table 1 - The main approaches to quantitative assessment of the level of financial 

and economic security of the enterprise 
Approach Authors Characteristics of the approach 

1 2 3 

Resource and 
functional 

S. Pokropyvnyi, D. 
Kovalov, I. Pletnikova, S. 
Illiashenko, O. Karpenko 

Provides for the definition of financial and 
economic security by assessing the effectiveness 
of the use of financial and other resources 

Indicator  H. Kozachenko, V. 
Shlemko, M. Bermant, I. 
Russman, B. Koretskyi, 
Pochechun O.I. 

It consists in establishing the level of financial and 
economic security as a result of comparing the 
actual performance of the enterprise with 
indicators that are the threshold values of these 
indicators and correspond to a certain level of 
security 

Integral Rzaieva T.H., Bondar H.A., 
Reta M.V., Ivanova A.O., 
Portnova H.O., Antonenko 
V.M. 

It is based on the determination of a certain 
number of indicators characterizing financial 
stability, solvency, liquidity, return on assets, 
business activity, market value and investment 
attractiveness of the enterprise, etc. The integral 
value is proposed to be measured relative to 
normal and critical values 

Point estimation F. Yevdokimov,  O. Mizina, 
O. Borodina 

The determination of the safety level is based on 
the limit values of indicators and their rating. If 
the value of the indicator is higher than the 
normative, it is assigned the first class; below the 
normative, but above the critical - the second; 
below the critical - the third. The rating of the 
indicator is determined depending on the purpose 
of the study and the importance of the indicator for 
the chosen direction of the study 
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1 2 3 

Program-targeted A. Tkachenko, O. Reznikov  Based on the integration of indicators that 
determine the level of financial and economic 
security based on the methods of expert 
assessments 

Approach based 
on the theory of 
economic risks 

Klopov I. O.  Identification of various threats to the enterprise 
and calculation of damage, which is compared 
with the amount of profit, income and property 

Accounting  I. V. Piriatinska Provides for the use of criteria calculated on the 
basis of information from accounting and 
management accounting, is the possibility of using 
actual information about the economic activities of 
the enterprise in the calculations 

Economic and 
mathematical 
modeling 

I. V. Piriatinska, S. Kapitula, 
O.V. Fedosova, O.O. 
Molodid, S.A. Terenchuk 

Based on the functional dependence of the 
financial level of economic security of the 
enterprise on the relevant performance indicators 
of the enterprise 

Compiled on the basis of sources [1-20] 

 
Among the above methods and techniques for assessing the integrated security 

of the enterprise, the authors do not have a single opinion and a single methodological 
approach that takes into account all security subsystems at the enterprise. Since there 
are different models for interpreting the essence of integrated security of the enterprise, 
there is also no unified approach to determining the indicators of security assessment. 
Therefore, it is necessary to develop a methodological approach to assess the security 
of each subsystem of the enterprise. Assessment of the enterprise security level 
involves the analysis of various aspects of its activities, according to the previously 
identified subsystems. 

III. OBJECT, SUBJECT, AND METHODS OF RESEARCH 
The object of research is the integrated security of the enterprise. The subject of 

research is the system and methods of assessing the integrated security of the 
enterprise. 

Scientific methods used in the research: theoretical generalization and logical 
analysis in the analysis of modern approaches to assessing the level of integrated 
security of the enterprise; systematic approach in the formation of the integrated 
security system of the enterprise and the allocation of its main subsystems. The 
selection of indicator indicators was carried out using a systematic approach and logical 
analysis of existing methods for assessing each component of the ISE; methods of the 
generalized desirability function, expert survey, scoring and integral assessment, 
calculation and analytical in assessing the level of integrated security of the enterprise. 

The purpose of the research is to deepen the theoretical foundations and develop 
methodological provisions for assessing the level of integrated security of the 
enterprise. 

IV. RESULTS 
The main goal of the integrated security of the enterprise is to guarantee its stable 

and most efficient functioning now, and high development potential in the future. 
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Since the integrated security of the enterprise is a system, it is a set of structural 
elements, each of which has its own content, set of criteria and means of ensuring. The 
development and implementation of a set of measures to ensure the proper condition 
of these subsystems is the main goal of achieving a high level of integrated security of 
the enterprise. But there is no single approach to the allocation of the main components 
of this category. Most authors [1-20] when considering the security of the enterprise 
define it as economic security and then distinguish other types of security in its 
composition.  

Since the integrated security of the enterprise in the study is understood as the 
state of security of the activity of the economic entity and all types of resources that 
provide it, it is advisable to use the resource-functional approach to allocate the 
constituent elements of the integrated security system of the enterprise. Within the 
framework of this approach, a thorough study of enterprise resources is carried out. 
The greatest recognition of the importance of resources in the formation of mechanisms 
for sustainable development of the enterprise was received by the modern resource-
based view (RBV), which considers the transfer of resources and abilities of the 
enterprise as a critical factor in generating competitive advantages [21]. Taking into 
account the specifics of the motor transport enterprise, the authors [22] divided 
resources into three main categories: material, intangible, human. Thus, when forming 
subsystems of integrated security, it is necessary to focus on the main groups of 
resources. 

Taking into account the resource approach and a set of functional components, 
the integrated security of the enterprise is proposed to be considered as a set of security 
subsystems (Figure 1).  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1 3 The essence of the formation of an integrated security system 

of the motor transport enterprise 

Resource and functional component 
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security 

Financial resources 

Physical resources 
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Organizational and reputational 
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 Relationship resources 

Financial and economic safety 

Physical safety 

Environmental safety 

Production and technological safety 

Informational safety 

Intellectual and personnel safety 

Political and legal safety 

Organizational and reputational safety 

Market-interface safety (safety of 
relations) 
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For analytical assessment of each of them, it is necessary to determine the range 
of possible threats (risks) and assess the probability and consequences of their 
implementation. 

To assess the integrated safety of the enterprise, the correctness of the 
methodology for its implementation is important. The methodology is understood as a 
set of methods, rules and the most appropriate way to perform a certain work.  

The purpose of the proposed methodology for assessing the ISE is to calculate 
and forecast its level, identify and evaluate the factors influencing the level of each 
component of the integrated security of enterprises, determine strategies for ensuring 
ISE, taking into account the impact of external and internal factors. In the proposed 
methodology for assessing the IS of a motor transport enterprise (Figure 2) at the first 
stage it is necessary to determine the object, subjects, tasks of assessment, components 
of the ISE, criteria and development of indicators and indicators of assessment.  

It is proposed to consider the level of integrated security of the enterprise as the 
object of assessment, and the heads of the enterprise (their deputies) as the subjects of 
assessment. 

It is advisable to evaluate the ISE on a quarterly basis in order to constantly 
monitor its activities, increase competitiveness in the market of road transport services 
or improve the efficiency of the road transport enterprise, etc. 

Ensuring the integrated security of an enterprise necessitates the solution of a 
number of issues, among which the definition of criteria, indicators and indicators for 
assessing the integrated security of an enterprise is of particular importance. 
Justification of the criterion for choosing an assessment methodology for enterprises 
solves the question of how to compare different options for management decisions in 
order to make the most optimal one. 

ISE indicators 3 are indicators for assessing the level of ISE, which allow to 
identify pain points in the activities of the MTE, to determine the main directions and 
the most effective ways to improve the efficiency of the enterprise. Indicators of the 
ISE level include those that quantitatively reflect the level of threat, have a significant 
level of sensitivity and, accordingly, the ability to warn of the possibility of danger. In 
addition, it is advisable to use not a separate indicator, but a system of indicators, with 
the help of which it becomes possible to determine the level of provision of individual 
internal components and/or functional components of the ISE, and further - to calculate 
its integral (generalized) indicator. 

The generalized assessment of the level of ISE can be carried out on the basis of 
comparing the boundary (critical and normal) and actual values of indicator indicators. 
At the same time, the express assessment of the level of ISE can be carried out on the 
basis of graphical analysis, which allows to distinguish the zone of normal, critical 
safety level and pre-crisis zone. 

For example, the most common indicators identified by the authors to determine 
the level of financial security of business entities are presented in Table 2. According 
to Table 2, we can say that the most common indicators for assessing the financial 
security of the enterprise are: autonomy ratio, coverage ratio, liquidity ratio and 
profitability of sales (operating profit margin). 
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Figure 2 - Development of a methodological approach to the evaluation  ISE of 
the MTE 

І. Preparatory stage 

1. Definition of the object, subject, purpose and objectives of the ISE evaluation 

2. Definition of the 
components of the ISE 

3. Determination of the 
criterion for evaluating 

the ISE 

4. Development of 
indicators and indicators 

for evaluation of ISE 

ІІ. Planning and information gathering stage 

1. Identification of 
sources of information 

on the components  

2. Determination and 
appointment of 

executors 

3. Collecting the 
necessary information 

ІІІ. Analytical stage 

Assessment of the levels of the components of the ISE 

ІV. Obtaining a generalized integral indicator of the level of ISE 

V. Predicting the level of ISE 

Trends in changes in the integral level of the ISE 

Calculation of the generalizing integral indicator of the level of ISE and its 
interpretation according to the proposed scale 

VІ. Providing recommendations on the provision of ISE 

1. Systematization of problems by 
components of the ISE 

2. Development of measures to improve the 
level of ISE by relevant components 
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Table 2 - Rationale for the choice of indicators for assessing the financial and 
economic component of the ISE 

Indicators 

Researchers 
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Level of accounts payable and receivable     + +       2 
Financial leverage ratio     +         1 
The amount of equity and working capital   +           1 
Break-even point +             1 
Profitability     +         1 
Coefficient of autonomy     +   + +   3 
Coverage ratio     +   + +   3 
Maneuverability coefficient         + +   2 
Volume of loans and borrowings   + +         2 
Volume of investments   +           1 
Liquidity indicator           + + 2 
Indicator of financial independence             + 1 
Financial risk indicator             + 1 
Turnover of current assets             + 1 
Turnover of non-current assets             + 1 
Profitability of assets     +       + 2 
Profitability of products         +   + 2 
Profitability of sales   +       + + 3 
Financial dependence ratio       +       1 
Mobility coefficient       +       1 
Equity maneuverability ratio       +       1 
Long-term investment structure ratio       +       1 
Coefficient of autonomy of sources of stock 
formation 

      +       1 

Total 1 4 7 6 4 5 8   
Compiled on the basis of sources [1-20] 

 

The creation and implementation of the indicators of the ISE has a preventive 
function in preventing the transition of the enterprise to a threatening state of the IS. 
These indicators allow timely detection of signs of significant deviations from the 
normal state of the IS (scale of IS). 

Similarly, the indicators of each component of the ISE are selected. Based on the 
study of existing approaches and methods for assessing security, it is proposed to use 
two groups of indicators: an integral indicator - to assess the level of integrated security 
of the enterprise; partial indicators - for in-depth analysis of various security 
subsystems and identification of reserves. It is proposed to evaluate the level of ISE 
using nine groups of indicators for each component of the integrated security of the 
MTE (Table 3). 

 



ECONOMICS AND ADMINISTRATION 

237 

Table 3 - Indicators of ISE evaluation 

 
Compiled on the basis of sources [1-20] 

 

The generalized assessment of the level of ISE can be carried out on the basis of 
comparison of the boundary (critical and normal) and actual values of indicators. At 
the same time, an express assessment of the level of BSC can be carried out on the 
basis of graphical analysis, which allows to distinguish the zone of normal, critical 
safety level and pre-crisis zone. The normalized values calculated on the basis of the 
normative (limit) values of the initial indicators can be used as indicators of the ISE. 
Critical values of the initial indicators are determined from the condition of the 
minimum permissible safety level, overcoming which would mean the transition to the 
hazardous zone. In this case, indicators corresponding to the maximum value of the 
best indicators are called stimulants, and indicators corresponding to the minimum - 
destimulants.  

For example, the assessment of the level of security by the group of indicators 
of financial and economic security is made by the formula: 

 ĂĄăĀ.V = { 1, iĄ  ХVÿ g ХVĄ,ХVÿХVĀ ,     if   ХVÿ < ХVĄ,                                 (1) 
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where )Va, )Vn 3 respectively, the actual and normative (limit, maximum of the 
studied group) values of the indicator. 

Indicators and methods of their calculation are proposed for each group of 
indicators for the assessment of ISE, as well as stimulators and destimulators are 
defined. 

After calculating the value of all indicators, they are reduced to a single integral 
indicator by the formula: 

 

#V = 3 (1 2 δі)  ∙  Віn
V=1 ,                                    (2) 

 

where n 4 number of indicators; 
�i 4 specific weight V-th indicator; 
·V 4 relative assessment of the V-th indicator, which is calculated as ()V/)max), if 

a higher value of the indicator is more desirable (stimulants), or ()max/)V), if a lower 
value of the indicator is preferable (destimulants); 

)V 4 value of the i-th indicator; 
)m4I 4 the highest value of the indicator or coefficient for the entire analyzed 

period (or among comparable enterprises); 
)min 4 the lowest value of the indicator or coefficient for the entire analyzed 

period (or among comparable enterprises). 
The second stage of assessing the level of integrated security of the enterprise is 

planning and collecting information, identifying performers and directly processing 
information about the results of the enterprise for several years. In order to assess the 
level of ISE, it is necessary to analyze the activity of the enterprise during a certain 
period, to consider the obtained indicators in dynamics, which will allow to make more 
complete and accurate conclusions. 

The third stage is to assess the levels of each component of the integrated 
security of the enterprise based on the generalized desirability function. Based on 
statistical averages and expert opinions, the so-called "threshold" values of each 
component are used for the assessment indicators, which makes it possible to determine 
the overall level of the enterprise's IS. 

The fourth stage is the assessment of the integrated security of the enterprise 
based on the integrated assessment to identify the overall level of integrated security 
of the enterprise. The closer the ratio is to one, the lower the level of ISE. It is proposed 
to identify certain levels of ISE for the qualitative interpretation of quantitative 
indicators using the Harrington's interpretation scale [23] (Table 4). This scale allows 
formalizing the procedure for identifying the probability and interpreting the results 
obtained as a result of applying the developed model for assessing the ISE. 

The fifth stage is forecasting the level of the enterprise's IS and identifying trends 
of its change in the direction of increase, preservation or decrease. 

The sixth stage is the provision of recommendations to ensure an adequate level 
of integrated security of the road transport enterprise: systematization of the problems 
of the enterprise, determination of strategies for further development of the enterprise, 
providing proposals for the application of organizational and economic measures to 
ensure the integrated security of the enterprise, taking into account the impact of 
external and internal factors in an unstable market environment. 
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Table 4 - Key to interpretation of the integral level of the ISE 
Value of 
integral 
level ISE 

Characteristics of the ISE level 

0,00 3 0,25  The highest possible level of integrated security of the enterprise, corresponding to the state of equilibrium. 

0,26 3 0,50 

The average level of integrated security of the enterprise. The enterprise is 
functioning normally, but there are certain problems related to the inefficient 
organization of the main activity, which generate the possibility of a threat to 
integrated security in the future. 

0,51 3 0,75 

Low level of integrated security of the enterprise. Negative trends in indicators 
characterizing the financial and economic spectrum of the enterprise are increasing. 
There are processes that indicate an increase in threats in the relevant areas of 
integrated security of the enterprise. 

0,76 3 1,00 
Crisis state of safety at the enterprise. There are chronic violations of functioning 
parameters by all assessment criteria. 

 
By forming an integrated security management mechanism, enterprises will be 

able to meet the requirements of sustainable development and viability. 
Testing of the proposed methodological approach to assessing the level of IPA 

was carried out on the private joint-stock company data «Kharkiv MTE-16355». Here 
are more detailed calculations for one subsystem of the IPPC - the subsystem of 
environmental safety. First, let's calculate the level of compliance with emissions 
(discharges, waste) requirements. To assess the environmental safety of the MTE by 
the main types of negative impact on the environment (emissions, discharges, waste), 
the generalized desirability function [23] is calculated by the formula of the geometric 
mean weighted set of real numbers (d1... dn) with weight (³1... ³n; ³1... ³n) and is defined 
as: ÿ = √/ (Ăÿÿ)ĀĄÿ=1�

= √Ă1ÿĀ ∙ Ă2ÿĀ ∙ Ă3ÿĀ & ∙ ĂĄÿĀ�
,            (3) 

where n - number of indicators; 
 di - private desirability function; 
³ V ³ 3 weighting coefficients. 

� = 3 ÿÿ ∙ ĀÿĄÿ=1 .                                         (4) 
The following interpretation of the weighting coefficients is proposed:  

³i - is the coefficient that takes into account the hazard class of the i-th pollutant;    
³i - coefficient that takes into account the excess of the average measured value of the 
indicator concentration over the standard. The generalized desirability function is the 
geometric mean of the private desirability functions (di), and if at least one of di is zero, 
then D = 0. There is some excess of waste to surface water and solid waste production.  

Next, let us consider in more detail the calculation of the compliance assessment 
of waste emissions from auxiliary processes of the MTE (Table 5). 

 
 
 



ECONOMICS AND ADMINISTRATION 

240 

Table 5 - Input data for estimating the level of waste from technical service and 
repair rolling stock 

Name of the indicator )V )standard di ³ ³ ³*³ 
Annual level of waste to surface water bodies per 
one accounting vehicle, kg 

            

dry residue 80 76 0,999 1 1,053 1,053 
chlorides 16 17 0,998 0,25 0,941 0,235 
sulphates 6 4 0,923 1 1,500 1,500 
suspensions 1,2 1 0,984 1 1,200 1,200 
other 1,8 2 0,994 0,25 0,900 0,225 
Annual volume of solid waste removed from the 
MTE per one accounting vehicle, kg 

            

dust 110 102,5 0,998 1 1,073 1,073 
consumption waste 50 47,5 0,999 1 1,053 1,053 
wood waste 28 35 0,976 0,25 0,800 0,200 
waste paper 34 35 1,000 0,25 0,971 0,243 
brake pads 10,5 10 0,999 1 1,050 1,050 
glassblower 16 15 0,998 1 1,067 1,067 
rubber (except tires) 4,8 5 0,999 0,25 0,960 0,240 
Annual volume of waste transferred by MTE for 
further processing to other organizations per one 
accounting vehicle, kg 

            

ferrous metal scrap 310 342 0,995 0,25 0,906 0,227 
sludge from sewage treatment plants 240 279 0,989 0,25 0,860 0,215 
car tyres 160 180 0,993 0,25 0,889 0,222 
used oils and lubricants 78 81 0,999 0,25 0,963 0,241 
scrap of batteries 16 18 0,993 0,25 0,889 0,222 

 
There is some excess of waste to surface water and solid waste production. Table 

6 calculates the indicators of waste level assessment from maintenance and repair of 
rolling stock of MTE. 

 
Table 6 - Assessment of the level of waste from technical service and repair of 

rolling stock 

Name of the indicator ³*³ K di
³³ Assessment level waste 

Annual level of waste to surface water bodies per one accounting vehicle, kg 
dry residue 1,053 

4,213  

0,999 

0,967  
chlorides 0,235 1,000 
sulphates 1,500 0,887 
suspensions 1,200 0,980 
other 0,225 0,999 
Annual volume of solid waste removed from the MTE per one accounting vehicle, kg 
dust 1,073 

4,925  

0,997 

0,997  

consumption waste 1,053 0,999 
wood waste 0,200 0,995 
waste paper 0,243 1,000 
brake pads 1,050 0,999 
glassblower 1,067 0,998 
rubber (except tires) 0,240 1,000 
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Annual volume of waste transferred by ATP for further processing to other organizations per one 
accounting vehicle, kg 
ferrous metal scrap 0,227 

1,127  

0,999 

0,994  

sludge from sewage treatment 
plants 

0,215 0,998 

car tyres 0,222 0,998 
used oils and lubricants 0,241 1,000 
scrap of batteries 0,222 0,998 
 Total waste   10,265   0,984 

 

According to Table 6, it can be seen that the assessment of the environmental 
component of the ISE in terms of waste from rolling stock maintenance and repair is 
at a fairly high level and is equal to 0.984. However, it is still necessary to take into 
account the level of discharges (waste) from additional services, the quality of 
treatment facilities, the level of emissions from vehicles, etc. This assessment is made 
using a rating scale developed according to the relevant Euro 1 - Euro 6 standards. In 
this case, for MTE all vehicles meet the environmental standards Euro 4-6. In general, 
the value of this indicator for MTE is the geometric mean of all vehicles. The 
generalized indicator of the level of compliance with the requirements of emissions 
(discharges, waste) is 0.56. 

Table 7 shows the assessment of sanitary and hygienic working conditions of 
drivers according to the appropriate scale. Assessment of sanitary and hygienic 
working conditions of car drivers is carried out according to the developed scale. 

 
Table 7 3 Assessment of sanitary and hygienic working conditions of the driver's 

team 
Elements of working 

conditions 
Assessment of working conditions by drivers 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 
Air temperature at the 
workplace, °% 5 5 4 5 5 5 5 4 4 5 5 4 5 4 5 5 
Toxic substances 5 4 4 4 4 5 4 4 4 4 4 5 4 4 5 5 
Industrial dust 3 3 4 3 4 3 3 3 3 3 4 3 3 5 4 3 
Vibration 3 4 4 4 4 5 3 5 3 3 4 4 3 4 4 5 
Noise 5 4 3 5 3 4 4 5 3 3 5 3 5 4 3 4 
Sum of points 21 20 19 21 20 22 19 21 17 18 22 19 20 21 21 22 

 

dwork.cond=(21+20+19+21+20+22+19+21+17+18+22+19+20+21+21+22)/(5∙6∙16) 
=0,67.  

 

After calculating the level of sanitary and hygienic working conditions of all 
groups of the company's personnel, this figure was 0,32. 

Similarly, the calculation is carried out for all other security components. The 
results of the assessment of the level of ISE for all components (according to formula 
3) for the private joint-stock company «Kharkiv MTE-16355» are shown in Table 8. 

According to the study, it was found that MTE-16355 currently has an average 
level of Coefficient of Performance (0,413), that is, the enterprise is functioning 
normally, but there are certain problems associated with the inefficient organization of 
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the main activity, which generate the possibility of a threat to comprehensive security 
in the future. 

 

Table 8 - Assessment of the level of integrated security of MTE 

Component of 
the ISE 

Evaluation indicators 
Normalized 
value of the 
indicator 

Weight of 
the 

indicator 

Balanced 
assessment 

1 2 3 4 5 

Financial and 
economic 
safety 

Coefficient of autonomy 0,40 0,032 0,013 
Coverage ratio 0,38 0,040 0,015 
Liquidity ratio 0,39 0,045 0,017 
Profitability of sales (operating profit margin) 0,41 0,043 0,018 
Financial and economic component of the ISE  -  0,160 0,063 

Physical 
safety 

Coefficient of protection of the enterprise from 
illegal penetration 0,49 0,035 0,017 
Coefficient of physical protection of employees 0,52 0,028 0,015 
Coefficient of moral protection of employees 0,48 0,017 0,008 
Physical component of the ISE  -  0,080 0,040 

Environmental 
safety 

Indicator of the level of compliance with emission 
(discharge, waste) requirements 0,56 0,059 0,033 
Indicator of the level of compliance with sanitary 
and hygienic working conditions 0,32 0,054 0,017 
Share of funds recovered for compensation of 
damage caused by violation of environmental 
legislation 0,44 0,038 0,017 
Environmental component of the ISE  -  0,150 0,067 

Production 
and 

technological 
safety 

Share of the company's products that meet the 
current requirements 0,22 0,022 0,005 
Share of RS and technological equipment that 
meets world analogues (current requirements) 0,25 0,026 0,007 
Share of products of enterprises that are protected 
by patents 0,30 0,018 0,005 
Share of products of enterprises that are protected 
by patents 0,44 0,022 0,010 
Capital equipment of labor 0,56 0,020 0,011 
Depreciation rate of fixed assets (disincentive) 0,52 0,022 0,011 
Production and technological component of ISE  -  0,130 0,049 

Intellectual 
and personnel 
safety 

Turnover rate of highly qualified workers 
(disincentive) 0,44 0,022 0,010 
Share of engineering, technical and scientific 
workers 0,61 0,017 0,010 
Indicator of inventive (rationalization) activity 0,28 0,016 0,005 
Indicator of educational level 0,63 0,022 0,014 
Share of downtime in the working time fund 
(destimulator) 0,56 0,014 0,008 
Intellectual and personnel component of the ISE  -  0,090 0,046 

Informational 
safety 

Coefficient of completeness, accuracy and 
timeliness of information 0,54 0,024 0,013 
Indicator of software and hardware security of 
information 0,32 0,022 0,007 
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The most significant negative impact on the ISE is observed in the environmental 

(0,067), financial and economic (0,063) and organizational and reputational (0,053) 
components of the ISE. Thus, it is necessary to consider and propose strategies for the 
development of integrated security of the enterprise by various components and 
introduce measures to improve it. 

V. CONCLUSIONS 
The methodological basis for assessing the integrated security of the enterprise 

for each of its components, based on the methods of the generalized desirability 
function and integral assessment, has been improved, and a scale for interpreting the 
integrated level of integrated security of the enterprise has been developed. 

Thus, according to the results of the study, the methodological foundations for 
assessing the level of integrated security of the enterprise were improved, which, unlike 
the existing ones, is based on the methods of the generalized desirability function and 
integral assessment, and a scale for interpreting the integrated level of integrated 
security of the enterprise was developed. This methodology takes into account the 
influence of a complex of internal and external factors, and allows to determine the 
overall level of integrated security of the enterprise, problem areas of production and 
economic activity of enterprises that require management decisions.  The results of the 
study can be used by domestic motor transport enterprises in the process of ensuring 
the required level of their safety. 
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