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V]IK 004.94
IGOR MAZUROK, YEVHEN LEONCHYK, SERHII ORLOV
Odessa I.1.Mechnikov National University (Ukraine)

THE CRYPTOGRAPHIC PROOF-OF-REPLICATION PROTOCOL
FOR DISTRIBUTED FILE STORAGE

This paper decides a problem of proving existence given number of unigque replicas of the data file which are
stored by the nodes of the distributed storage. Usually, proof-of-replication is a proving protocol in which a
prover defends a publicly verifiable claim that it is dedicating unique resources to storing several retrievable
replicas of a data file. We are considering this problem in the distributed system context of autonomous
replicators.

Consider a distributed system of autonomous nodes that must be guaranteed to store their replica of a file [1].
The nodes of such a system will be called replicators. Each node should be able to verify that any other node
stores its replica of the file. The node that is currently performing such verification will be called a verifier.
A method for generating unique copies, proof of possession of the copy, and proof of the data file possession
protocol will be proposed next. Each Replicator plays a Verifier role. We suppose that Storage contract was
created before.

All N Replicators receive a file for storage via BitSwap protocol (via Client and Replicators that have already
downloaded this file). The file hash is in the corresponding transaction and each replicator can make sure it
gets the same copy.

Each Replicator splits the file into N-1 part.

Replicators are sorted by reputation and get their numbers in the contract.

Replicators encode the file parts by their secret key and prepare metadata for verifying (CPOR [2] or another
approach).

Each Replicator requests the file parts
from the other Replicators and sends

Acceptor
H=h(doc)

doc

doc doc doc doc
L
Replicator Replicator

the file parts with encrypted relevant
metadata to the other Replicators.

Replictor el i Replicator Ry requests from Replicator
wpli - sl i i Ri the file part number k - i mod N. R;
encrypt encrypt cnerypt encrypt snceypk sends the j-th part to the Replicator
cl0J[0] | tf01(0] | | <fo)i1] | w011y | | <lol2] [doni21 | | clon3] | on3l | | cloni4] | toji4] Rqi+j) mod n Fesponding to the request
ct)to) | o) | et [anng | [enr [z | [etns) | s || e | die this node had sent. Thus, each
G | 0| o]y | s ous Feplor es llparts f e e
=1k ol . each encrypted by own secure key.
= = 2 = = Such an approach does not allow to
(111 |¢ U4].¢T4] generate information for storage by
e s itself. Here_: file streaming is not paid.
Verifiers Each Replicator can open and check
oy e NNy S i ettt fl
Replicator | | Replicator | | Replicator Rephmmr Replicator checked with the metadata, it encrypts
RO RI R2 R4 the metadata with its secure key too.
cL3]14] cl3110] cA31] <A312] RRIE) Then it sends metadata to all
23] cl2114] a2110] 2] Ll Replicators. They get encrypted
2] ) ] o] < metadata with both secure keys and
dlOl[1] clo][2] cl0][3] cl0][4] <[0][0]

can check this part of the file.

If there is a mismatch between the file part and its metadata, it starts a retransmitting protocol: a Replicator
creates a multi-signed transaction to ban the bad Replicator and asks one of the other Replicators (who can
sign the multisig transactions) to request needed part of the file from the suspicious node. If it also fails, such
Replicator signs the ban multisig transaction and asks another to request that part. If the required number of
Verifiers fail to get the part of the file, the bad Replicator is banished by multisig of Replicators. If one of the
Replicator succeeds, it sends the data to the initiator of the process.
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The Replicators store all the parts sent to them. Every Replicator can verify
all Replicators. If there are ki Replicators in the first block (ki < N), they are
sorted by reputation, get numbers from 0 to ki - 1 and exchange only required
parts in their circle waiting for other Replicators. When another block of k.
Replicators appear (paying the storage deposit to the contract account) they
are also sorted by reputation, get their numbers from k; to k; + k2 - 1 and
- exchange the required parts with all other Replicators. The Replicators that
have got numbers bigger than N - 1 are considered as extra nodes.
\ Replacing the outgoing nodes. Let Replicator R; leaves the group after some
B A time. There are N-1 Replicators then and N-1 copies of the file, and we need
Malicious Nodes another Replicator at this place. When another Replicator joins the contract it
asks all N-1 Replicators left for a part of the file and collect the whole file to
store. The Replicators send the same parts as they did to the old one.
Now let two Replicators Ri and R; (i <) leave the group. A new Replicator
N=10 takes place i and asks each N-2 Replicators left for the part of the file. It
collects everything but part that Replicator R; should send. It encrypts with its
own key the part which Replicator R; should send to Replicator R;. Instead of
part from Replicator R; it temporary stores nothing waiting for Replicator R;.
When Replicator R; joins the contract, it collects N-1 parts of the file, encrypt
the part it should send to Replicator R; with its own key and sends it to the
Replicator R.
The same protocol works when there are k Replicators leave. A new
, ‘ ‘ N Replicator Ri* asks N-k Replicators left for a part of the file. It collects
2 & & & everything but parts it should get from Replicators R, ..., Ri“. Instead of these
MEHCIOUS NodeS parts it temporary stores nothing waiting for the new nodes. When Replicator
Ri? joins the contract, it collects N-k+1 parts of the file, encrypt the
appropriate part with his own key and sends this part to the Replicator R* and so on.

Extra nodes. Now let there are more than N nodes would like to store the file. In any case, there are
first initial N Replicators that split and encrypt the file (If there are less than N Replicators at first, they wait
till there are at least N for full Cross-verification). The extra Replicators get the parts from initial Replicators.
The extra Replicators are also sorted by reputation and get their number in the contract to avoid the situation
when extra Replicators store the same selection of parts. The simplest way is that Ry gets part i from R; and
Rn+k gets part i from R+k mod n. SO malicious node has to store at least N
copies of the file to get the same selection which makes it not beneficial.
© - A Malicious nodes. Let a group of M malicious nodes exchanged their keys.

° ’ They want to store one unencrypted copy for all instead of M different copies.
But they must store the file parts received from honest nodes too. The next
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N=20

g e > figures show how many different copies such malicious groups must store to
2 e . pass verification successfully.
o . For example, let N =5 and M = 3. Every malicious node must store 2 parts

. received from 2 honest nodes. It equals to 2x3 = 6 parts of the file or 3/2 of
: o 15w the file. And they store one unencrypted copy. So, they equal to 2.5 copies.
Makcious Nodes But if they lose the unencrypted copy, they lose 3 deposits.

Moreover, such behavior is not economically beneficial! There is a legal way
to make M deposits and to store one copy. In this way, a node can get the same reward with fewer
verifications legally.

Sizing of pieces. It's always more convenient to split the file in the early beginning and distribute its pieces
across the system rather than the whole big piece of cake. The same principle works here. The original file is
split into blocks size 256 kilobytes (= 262144 bytes). That will provide better performance during encryption
and part exchange. Then with each piece of the file, the nodes perform the
procedure described above. In this case, it's much more comfortable to split
the block for encryption into the number of parts which is a divisor of
262144, the only possible way to split it into whole parts. Also, we need to
split the block into parts that are bigger than 32 bytes to get the correct hash.
4 z So N is desirable to be 2, 3,5, 9, 17, 33, 65, ..., 2+ 1, ..., 8193.

1§ There are then two possible ways to realize it:

odd e  Letuser choose N out of these numbers

N =100
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e User freely sets the number N of desired replicas, but the number of cross-verification parts is

the closest desirable number for splitting bigger than the user's set N.

FileSize

The Block size isn't more than 256kb. The total number of blocks equals K = [mj . The number of

blocks which will be exactly transmitted by one node equals M = [%J . The rest of the blocks (0, 1, ..., N-

2) are transmitted by one per node for which there will be enough blocks. For example, we have 18 blocks
and 5 nodes. The first node sends 5 blocks to the second, 5 blocks to the third, 4 blocks to the fourth, 4
blocks to the fifth. Other nodes also do it this way.
The advantage of the proposed approach is the high reliability of storage evidence and the possibility of
cross-verification of replicators [3, 4]. The disadvantages of the method depend on the selected asymmetric
encryption system - either a low replica preparation speed either an increase of the replica size vise the
original data.
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