
Ministry of Education and Science of Ukraine 

Odessa National Academy 
of Food Technologies 

International Competition of Student Scientific Works 

BLACK SEA SCIENCE 2020 

Information Technology, Automation and Robotics 

Proceedings 

Odessa, ONAFT 2020 

ernnnnnnaaatioooonnnnnnnaaaaalllll Cooooommmmp



Black Sea Science 2020 - Information Technology, Automation and Robotics 

2

UDC 004.01/08 

Editorial board: 

Prof. B. Iegorov, D.Sc., Rector of the Odessa National Academy of Food 
Technologies, Editor-in-chief 
Prof. M. Mardar, D.Sc., Vice-Rector for Scientific and Pedagogical Work and 
International Relations, Editor-in-chief 
Dr. S. Kotlyk, Ph.D., Assoc. Prof., Director of the P.M. Platonov Educational-
Scientific Institute of Computer Systems and Technologies “Industry 4.0”,
Editor-in-chief 
O. Sokolova – Senior Lecturer of the Department of Advanced and Applied 
Mathematics, ONAFT, Technical Editor 

Black Sea Science 2020: Proceedings of the International Competition of 
Student Scientific Works. Information Technology, Automation and Robotics. 
/ Odessa National Academy of Food Technologies; B.Yegorov, M. Mardar, 
S.Kotlyk  (editors-in-chief.) [et al.]. – Odessa: ONAFT, 2020. – 365 p.

These materials of International Competition of Student Scientific Works «Black 
Sea Science 2020» contain the works of the contest participants in the section
«Information technologies, automation and robotics» (not winners). 

The author of the work is responsible for the accuracy of the information. 

Odessa National Academy of Food Technologies, 2020. 

gie

of AAAAddddddvvvvvvaaaaannnnnced a

020: PPrrrrrroooooooceedinnnnnnngggggggs ooffff the
s. Informmmmmaaaaaaatttttttiiiiiiiooooooon TTTTTTTeeeeeeecchno

cadeeeemmmmmmyyyy of Foooddddddd TTTTTTTech
in-chhhhhhiiiiiieeeeeeeffff.)))) [[[[[[[eeeeeeetttttt aaaaaalllllll.]. – Od–

mmmaaaaatttteeeeeerrrrrials offffff Int
202222200000»»»»»» cont

ologi



Black Sea Science 2020 - Information Technology, Automation and Robotics 

3

Organizing committee: 

Prof. Bogdan Iegorov, D.Sc., Rector of Odessa National Academy of 
Food Technologies, Head of the Committee 

Prof. Maryna Mardar, D.Sc., Vice-Rector for Scientific and 
Pedagogical Work and International Relations of Odessa National Academy of 
Food Technologies, Deputy Head of the Committee 

Prof. Stefan Dragoev, D.Sc., Vice-Rector for Scientific Work and 
Business Partnerships of University of Food Technologies (Bulgaria) 

Prof. Baurzhan Nurakhmetov, D.Sc., First Vice-Rector of Almaty 
Technological University (Kazakhstan) 

Prof. Mircea Bernic, Dr. habil., Vice-Rector for Scientific Work of 
Technical University of Moldova (Moldova) 

Prof. Jacek Wrobel, Dr. habil., Rector of West Pomeranian University 
of Technology (Poland) 

Prof. Michael Zinigrad, D.Sc., Rector of Ariel University (Israel) 
Dr. Mei Lehe, Ph.D., Vice-President of Ningbo Institute of Technology, 

Zhejiang University (China) 
Prof. Plamen Kangalov, Ph.D., Vice-Rector for Academic Affairs of 

“Angel Kanchev” University of Ruse (Bulgaria) 
Dr. Alexander Sychev, Ph.D., Assoc. Professor of Sukhoi State 

Technical University of Gomel (Belarus) 
Dr. Hanna Lilishentseva, Ph.D., Assoc. Professor, Head of the 

Department of Merchandise of Foodstuff of Belarus State Economic University 
(Belarus) 

Prof. Heinz Leuenberger, Ph.D., Professor of the Institute of 
Ecopreneurship of University of Applied Sciences and Arts (Switzerland) 

Prof. Edward Pospiech, Dr. habil., Professor of the Institute of Meat 
Technology of Poznan University of Life Sciences (Poland) 

Prof. Lali Elanidze, Ph.D., Professor of the Faculty of Agrarian Sciences 
of Iakob Gogebashvili Telavi State University (Georgia) 

Dr. V. Kozhevnikova, Ph.D., Senior Lecturer of the Department of Hotel 
and Catering Business of Odessa National Academy of Food Technologies, 
Secretary of the Committee 

s (Buuuuullllllg
Viceeee-RRRRRRector

ector fffffffooooooor Sciennnntttttiiiiiifffic W

tor oooooofffffff WWWWWWest PPPPPPPooooooomerani

Rectooooorrrrr ooooof AAAAAAArrrriiiiiiieeeel Unive
Presiiiiiddddddeeent ooooooffffff NNNNNiiiiinnnnnnngggggggbbbbbbbo In

ov, PPPPPPPhhhhhhh.DD., VVVVVVViiiicccceeeee---RRRRecto
ity of RRRRRRRuuuuuuuse (Buuuuuuullgggggggaria)

Syyccccchhev, PPPPPPhhhhhhh.DDDDDDD.,,,,,,, AAAAAss
y of GGGGGGooooomeelll (((((((Belarus) 

a LLLLiiiiiillllliiiiissssshhhhhheeeeennnnnnttttttssssseevvvvvvvaaaaaaa, Ph D
Meerrrrcccchhhhhhhaandiiissssseeeee ooooofffff FFFFFFooods

of. Heiiiiinnnnnzzzzz  Leuuuueeeeeennber
eurrrrrssssshhhhhiiipppppp ooooooffffff UUUUUnnnnniiiiversit

EEEEEdddddwwwwwward PPPPPos
f PPPPPooooozzzzzznan

Ela



Black Sea Science 2020 - Information Technology, Automation and Robotics 

4

The jury for the section «Information technologies, automation and 
robotics»

Head of the jury: 
Serhiy Kotlyk – Ph.D., Associate Professor, Director of the P.M. Platonov 

Educational-Scientific Institute of Computer Systems and Technologies “Industry 4.0” of 
Odessa National Academy of Food Technologies 

Members of the jury: 
Francisco Augusto – Dr., International Relations Manager of Higher Institute of 

Information and Communication Technologies (Angola)  
Andrey Kuprijanov – Ph.D., Associate Professor of the Department of Software 

for Computers and Automated Systems of Belarusian National Technical University 
(Belarus)  

Simon Milbert – Vice-President of Xtra Information Management, Inc. (USA)  
Ivan Palov – D.Sc., Professor of University of Ruse “Angel Kanchev” (Bulgaria) 
Gerard H. Degla – Communications and Training Manager of “MAPCOM 

solutions informatiques” company group (Benin) 
Viktor Khobin – D.Sc., Professor, Head of the Department of Technological 

Processes Automation and Robotic Systems of Odessa National Academy of Food 
Technologies  

Valerii Levinskyi – Ph.D., Associate Professor of the Department of Technological 
Processes Automation and Robotic Systems of Odessa National Academy of Food 
Technologies  

Viktor Yehorov – Ph.D., Supervisor of the Laboratory of Mechatronics and 
Robotics of Odessa National Academy of Food Technologies  

Valeriy Plotnikov – D.Sc., Professor, Head of the Department of Information 
Technology and Cybersecurity of Odessa National Academy of Food Technologies  

Pavlo Lomovtsev – Ph.D., Associate Professor of the Department of Information 
Technology and Cybersecurity of Odessa National Academy of Food Technologies  

Yurii Kornienko – Ph.D., Associate Professor of the Department of Information 
Technology and Cybersecurity of Odessa National Academy of Food Technologies  

Sergii Artemenko – D.Sc., Professor, Head of the Department of Computer 
Engineering of Odessa National Academy of Food Technologies  

Serhii Shestopalov – Ph.D., Associate Professor of the Department of Computer 
Engineering of Odessa National Academy of Food Technologies 

Secretary of the jury: 
Oksana Sokolova – Senior Lecturer of the Department of Advanced and Applied 

Mathematics of Odessa National Academy of Food Technologies 

e Deeeeppppppaaaaarrrrrttm
ationnnnaaaallllll TTTTTeeeeeccchnic

tion Mannnnnnnaaaaaaagement, IIIInnnnnnc. (U
f Ruseee ““““““AAAAAAAnnnnnnngggggggeeelllllll KKKKKKKaaaaaaannnnnnnccccccchhhhev” (

and TTTTTTTrrrrrrraaaaining MMMMMMManager 
n) 

, Heaaaaaadddddd of ttttttthhhhhhheeeeee DDDDepppppppaaaaartme
ystems offff OOOOOOdddddesssssssssssssaaaaaaa Natio

Assoccccccciiiiiiiaaaaaaattttttteeeeeee PPPPPPPrroooofffffeeessssor off the
botic SSSSSSSystemmmmmmsssssss offff OOOOOOdess

Ph..D., Supppppeeeeeeerrrrrrrvvvvvvviiiiiiisssssssooooooorrrrrrr of th
onalll AAAAAAcccccademy of FFood T

ikov – D..SSSSSSSccccccc., PPPPPPProfessor–
yberrrrsssseeeeeecccccuuriiiiitttttyyyyy oooooooff OOdddddddeeeeeeesssssa N

omovvvvtttttssssseeeeeeevvvvv – Ph.DDDDD., AAAAssoc–
and CCCCCCyyyyybbbbbbberseccccuuuurrrriiiitty of Ode

rii Korniiiiieeeeeeennnnnkkkkko – PPPPhhhhhh.D., A–
y aaaaannnnnddddd CCCCCCyyyyyybbbberrrrrssssseeeeecccccurity o

AAAAArrrrrtttttteeeeemenkkkkko –
Odddddeeeeesssssssssssa Nat

topal



Black Sea Science 2020 - Information Technology, Automation and Robotics 

7

INTELLIGENT AGENT OF ACCESS MANAGEMENT AND CONTROL 
SYSTEM
Author: Denys Vysoven
Supervisor: Artem Kovalchuk

251

EMPLOYEES NOTIFICATION SYSTEMS IN THE EVENT OF EMERGENCY 
SITUATIONS THROUGH PUBLIC WIRELESS ACCESS POINTS
Authors: Oleksiї Patlaichuk, Hlib Serbulov
Supervisor: Sergii Bozhatkin, Victoryia Guseva-Bozhatkina

259

MONITORING AND CONTROLLING AGENT OF MICROGRID CLUSTER
Author: Tetiana Pyrohovska
Supervisor: Artem Kovalchuk

270

HEAT LOSS MONITORING OF MULTI-STORY BUILDINGS USING 
MULTI-AGENT APPROACH
Author: Iryna Simakova
Supervisor: Ivan Burlachenko

276

STATUS AND PROSPECTS FOR THE USE OF INFORMATION AND 
COMMUNICATION TECHNOLOGY IN GERMANY
Author: Yevheniia Norenko
Supervisor: Liudmyla Dybkova

285

ROBOTIC SEARCH SYSTEM FOR PEOPLE
Authors: Dmitry Derman, Anna Derman
Supervisor: Sergiy Tereshchuk

294

IMPLEMENTATION OF ROBOTICS FOR OCEANS AND SEAS CLEANING
Author: Anna Perederii
Supervisor: Iryna Muntian

299

DEVELOPMENT OF MODELS AND SOFTWARE SOLUTION For THE 
PROBLEM OF DIAGNOSTIC OF FINANCIAL STATES OF IT-ENTERPRISE
Author: Dariia Tkachenko
Supervisor: Oleksandr Goloskokov

305

DEVELOPMENT OF A PROTOTYPE OF AN ACTIVE TRACTION 
PROSTHESIS
Author: Nataliia Panha
Supervisors: Yevgen Mykhaylov, Oleksandr Kniukh

317

SYSTEM FOR STORING AND ANALYZING DATA OF THE WATER 
HEATERS PLANT
Author: Kyryl Nebyvailov
Supervisor: Helen Bodul

328

DEVELOPMENT OF A MONITORING SYSTEM SEYSMOAKTYVNOSTI 
CONSTRUCTION WORKS
Author: Andrii Tsobenko
Supervisor: Denis Popkov

337

MODELLING OF THREATS OF ECONOMY DIGITALIZATION
Author: Sergi Rudyk
Supervisor: Iryna Nikolina

346

ORRRRR   SSSSTTTTTORIN
ANT

OPMMMEEEEENNNNNNNNNTTTTTT OOOFFFFF AAAAA  PROOOOOTTTTTTOT
THESIS
r: NNNNNNNNNaaaattttalliiiiiiiiiiaaaaa PPPPPPPPaaaaaannnnnhha

NGS UUUUUUUUSSSSSSSSI

INFOOOOOOOOORRRRRRRRRMMMMMMMMMAAAAAAAAATTTTTTTTTIIIIIIIIIOOOOOOOOONNNNNNN AND 
RMAAANY

PEOPLEEEEE
ermaaaaaaannnnnn

BOTTTTTTTTTIIIIIIIIICCCCCCCCCSS FFFFFFFOOOOOOOOORRRRRRRRR OOOOCCCCCCCEEEEEEEEANS

tian
F MOOOOODDDDDDDDEEEELS ANDDDDDDDDD SSSSSSSSSOOOOOOOFTW

IAGNNNNNNNNOOOOOOOOOSSTTIIIIIIICCCCCCCCC  OOOOOOOOOFFFFFFFFF FINANC
Tkaaaaaccccchhhhhhhhheeeeennnnnkkkkkkooooooo

Olekkkkksssssaaaaaaaannnnnndddddr Golllllooooossssskkkkkkkoooookkkkkov

orsssss::::: YYYYYYYYevgen MMMMMyk



Black Sea Science 2020 - Information Technology, Automation and Robotics 

276

The introduction of such a control system will allow to effective usage of power 
resources, easy maintenance of PowerGrid nodes and gives complete control over all 
devices in system. 
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HEAT LOSS MONITORING OF MULTI-STORY BUILDINGS USING MULTI-
AGENT APPROACH 

Author: Iryna Simakova 
Supervisor: Ivan Burlachenko 

Black Sea National University named after Petro Mohyla (Ukraine) 

Abstract. In this paper, the problem of developing a multi-agent method for detecting 
the places of heat energy leaks on the multi-story buildings using machine learning is 
solved. Efficient data processing of scanning areas for the heat energy leak monitoring 
was achieved using the multi-agent monitoring system (MAMS) that can perform 
calculations in the cloud conditionally. Features of the monitoring system with the 
integration of an analytical model for presenting a heat loss map with an account of 
multiple autonomous separated UAV’s for temperature measurements were contained. The 
MAMS reliability of the synchronization model between simultaneous localization and 
mapping method and generated heat loss map based on temperature measurements was 
confirmed. It has been experimentally proven that theoretical assumptions and accuracy 
for experimental usage during the multi-story building leaks analysis are sufficient.The 
recognition time of markers of the front of the building is in the range from 0 to 27 s. In 
this case, with the proposed model СNN, the CPU load during the execution of tasks did 
not exceed 26%. 

Keywords: heat loss mapping, heat leak detection, machine learning, multi-agent 
system, GPS, pyrometer, UAV, MAMS. 
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1 Introduction 
Energy-saving experts provide heat loss calculations for different scenarios. It may be to 

ascertain the heat loss of a structure through the floor, walls, and roof, via the building 
fabric and by ventilation losses, it may be used to calculate heating loads, or it may be to 
demonstrate compliance with the building regulations. Building regulations required 
different methodologies depending on if the building is to be extended, renovated, or 
changing use. Different parts of the multi-story building must have effective thermal 
separation from the rest of the building. All parts of the multi-story building need to meet 
minimum requirements for the thermal elements, windows, doors, and building services. 

 There are several ways to demonstrate the above. To show heat loss management from 
the specification and drawings that the building's part meets the minimum requirements, 
with particular attention to the area of glazing. Experts provide area-weighted heat loss 
value calculations to show that the extension as planned is no greater than one that meets 
the regulations. Change of use by real estate developers shows compliance is to provide a 
report detailing the specification of the building, showing the heat loss values supported by 
area-weighted heat loss value calculations and this is a problem.  

 Again heat loss monitoring software should have report formats accepted for 
submission. Renovation of thermal elements of the building is usually linked to an 
extension or a change of use, but not always. Therefore the means to demonstrate 
compliance is the same as for those two, however, there are minimum requirements for 
upgrading thermal elements that are different to those for new elements. The area of the 
element to be upgraded is important to establish, likewise if by doing so it would have less 
than a 15-year payback. The main goal of the heat loss monitoring software is to calculate 
all of this for tenants and present in a written report for renovation's submission. So,  if we 
have had an advanced methodology in gaining compliance with heat loss monitoring 
results by presenting the facts and calculations in a clear and consistent format that makes 
it easy for heat loss management to check the building's compliance criteria. 

Not too long ago, UAVs were not much more than an ambitious, futuristic concept for 
data collection and aerial imagery. Now that the technology is relatively established, 
researchers and manufacturers are already looking for ways to build upon that foundation. 
Some avenues are more obvious than others. A natural progression is to shift from a single 
pilot controlling a drone to a single pilot controlling multiple drones. Or, eventually, 
multiple drones operating independently but cooperatively with a common purpose.  

However, flying in formation to a preprogrammed sequence is one thing. Adapting on 
the fly to perform more complex tasks as a group is quite another. The latter implies 
communication within the group, as well as goals that are more dynamic than simple 
synchronized flight.  Drone swarms could cut down the time needed to complete mapping 
missions for the heat loss monitoring of multi-story building to reduce costs for 
maintenance. AI and computer vision can be used to help drones determine their next 
move and perform tasks without crashing into the first obstacle they come across. 

2 Analysis of the heat loss management systems 

The general situation in the field of heating systems is that the main purpose of heat 
supply to consumers is dominated by the need for an efficient system. About 90% of all 
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Ukrainian high-rise buildings require measures to improve the functioning of the heat 
supply systems. Of these, 60-70% of the houses were built in the years of industrial 
construction in typical series who are currently faced with the problem of heat loss[1]. 
Heat loss at home is the amount of heat generated by a house on the street per unit of time. 
They are measured in watts (watts). Heat loss is affected by temperature differences inside 
and outside the house. This dependence is directly proportional - the larger the temperature 
difference, the higher the heat loss[2]. Also, heat loss depends on the design of the house. 
How strongly the external walls or windows impede the generation of heat characterizes 
the resistance to heat transfer. Between the resistance to heat transfer of building 
envelopes and heat losses there is an inversely proportional relationship - with increasing 
thermal resistance, heat losses decrease [3]. 

The Quick U-Building (QUB) method is a dynamic method developed to estimate the 
heat loss coefficient of a building in one night without occupancy[4]. Feasibility 
measurements and comparisons with various references have been done in earlier studies 
whatever numerically, experimentally in an ideal case, or experimentally in real cases 
[5,6]. This article presents a review of various perturbation methods developed to assess 
building thermal performance, details of theoretical understanding of the QUB method, 
and gathers experimental results obtained in many different configurations[7]. The heat 
loss coefficients estimated with the QUB method are in good agreement with experimental 
references and are reproducible. This demonstrates that the QUB method has a real 
potential to estimate the heat loss coefficient of a building in a short duration and with a 
reasonable accuracy [8]. 

The thermal imager is a modern device that analyzes the air circulation in the room, 
helps to identify structural defects and provide the customer with visual inspection results 
[9]. 

The device emits infrared light and picks up the electromagnetic reaction of the surfaces 
of the studied object. By measuring the intensity of such radiation, the thermal imager can 
calculate the maximum temperature of a surface and determine the place of heat 
leakage[10]. 

The device is able to analyze the input data and display a graph of temperature 
differences, as well as calculate the optimal performance for the object [11]. The thermal 
imager on its screen creates a thermogram - this is a spectrozonal picture of the circulation 
of warm and cold air in a room. The color scheme in the picture varies from saturated red 
to blue or blue. 

The main problem in measuring heat loss is about a thermal imager is used for 
measurement, this is a high price for the device, data transfer complexity, averaging of 
readings along the edges of the measurement zones. In turn, the need for a high density of 
measurement points for the accuracy of the result is added to the pyrometer. Also a 
common problem will be low mobility, which is completely dependent on human 
capabilities. After processing the data, there is a problem with an error when averaging 
data during the collection, and then when calculating the heat loss of the region and 
reducing it to a heat map [12]. 

3 Heat loss measurement hardware 
To implement idea for automated heat loss measurements list of equipment was 

analyzed.  The testo 805i (see Fig. 1, a), for example, is a professional measuring  infrared 
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(IR) thermometer from the Testo Smart Probes series, for use with smartphones/tablets 
with either Android or Apple operating systems. It is, however, worth drawing attention 
that you need to download and install free Testo Smart Probes App on your device before 
using the Testo 805i Infrared Thermometer. 

Fig. 1. Testo 805i Infrared Thermometer (a) and Crosse MA10006-BLA Wireless 
Weather Station with Gateway (b) 

 

A La Crosse MA10006-BLA smart weather station with Mobile Alerts Weather 
Gateway MA10000 and Wireless Wifi Thermo-Hygro Transmitter TX29DTH-IT+ options 
can also be used as an instrument for detecting the heat leakage areas in multi-storey 
buildings and industrial facilities. And furthermore, the data obtained with the help of the 
weather station can be used to develop the Heat Leakage Detecting app. 

Besides build-in weather stations features, such as 12-hour forecast, outdoor/indoor 
temperature and humidity sensors) the La Crosse MA10006-BLA is able to share weather 
data (indoor/outdoor humidity and temperature, wind speed, etc) via the Internet, as well. 
The weather data will further be available on any smartphone with necessary app installed.  

Fig. 2. Quadrocopter DJI Matrice 210 with thermal Zenmuse XT and video camera on 
board (a) and quadrocopter DJI Phantom 4 with ТХ29DTH-IT on board (b) 

 

Moreover, it should be mentioned that up to 50 Mobile-Alerts sensors at the same time 
can be connected to the weather station due to the build-in Gateway MA10000 
functionality (see Fig. 1, b). Thus, with the help of any drone being equipped with heat 
sensors it would be possible not only collecting walls temperature data necessary for heat 
mapping,  but also receiving inside and outside temperature data for further comparison 
and subsequently more accurate detection of the heat leak rate.

The DJI with thermal imaging (see Fig. 2, a) or with the previously mentioned 
temperature sensor (see Fig. 2, b) can be used as transport means for the heat measuring 
equipment. An external sensor transmits the information to the weather station with the
help of an IT+ technology (Instant Transmission technology) at 868 megahertz.  IT+ 
technology advantages:

1. High Level System Security ; 
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2. The transmission distance is increased to 100 meters; 
3. More economical (Cost-effective); 
4. High-quality sensors; 
Functional scheme, allow transmission distance is increased to 100m take sensors data 

on IT + on station, across cloud service Mobile-Alerts via ethernet – on mobile. So device 
must include a smartphone, with OS Android above 3.2. functional diagram system we can 
see on Fig. 3. 

Fig. 3. Functional diagram for the heat loss measurement unit of MAMS. 
 

At the current, the weather station can be upgraded to analyse the data to prevent the 
fungus formation. In order to protect the walls of houses from damaging, such as mold, 
fungus, fluctuations in temperature, the comprehensive approach is required, to be outlined 
in the next report. This upgrade can also help to prevent an occurrence of  microcracks 
between floor panels and in the seams between walls.

4 Multi-agent monitoring system 
To solve technical problems, a multi-agent monitoring system for the efficient control of 

the trajectories of many UAVs was proposed. The functional diagram of MAMS for 
scanning heat losses was presented (See Fig. 4). The DSHLS set describes an array of UAVs 
that perform HLS heat loss scanning. Each HLSj scanning path includes an HLA scanning 
area. Processing of the scan area by each DSi

HLS UAV is implemented and based on a 
neural network, which is capable of detecting markers of the scanning area of building 
windows using the Deep CNN architecture. Positioning accuracy is ensured according to 
the SLAM algorithm. 

Fig. 4. The heat loss scanning process using MAMS. 
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The TR
iAMAMS

SLAM )( is a path mapping system for the )(iAMAMS  agent and given as a set of HLS
trajectories. A section of the trajectory TRj is considered correct if, in the implementation 

of the SLAM algorithm, the region of the surrounding space RG(TRj) was defined. 
Displayed equations are described the model of the MAMS logic to control the UAVs set:  
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The next condition for the correct operation of the model is adequate recognition of 
markers within the HLA. The )(iAMAMS  agent entity that operating based on one or several 
UAVs must ensure the recognition of all W markers in the HLA scanning area with 
floating MDACC  recognition accuracy at the MDL recognition threshold. The total data 
processing time )(iAMAMS

ITP depends on the data transmission time from the temperature 
sensor, the processing time of the sensor signals by the system, the computing resources of 
which are occupied by the ST

TRC  stabilization commands and the recognition of window 
markers by the M

TRC neural network. The dynamic dependence of the )(iAMAMS
HLS visualization 

map of the heat loss map taking into account the noise Ke has been determined.

Fig. 5. Software architecture for MAMS included algorithms for scanning optimization. 
 

The architecture of the MAMS software implementation with a multithreaded object-
oriented model of managing functional agents was presented in Fig. 5. Abstractions of 
algorithms that optimize UAV positioning during scanning of the heat loss region were 
determined. This provides the flexibility to control processing in the MAMS-Mixer object 
based on the interpretation of the MAMSRulesInterpreter rules. 
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Fig. 6. The result of combination DCNN and SLAM algorithms inside MAMS for heat 
loss mapping. 

Fig. 7. Plot boxes diagrams of markers recognition time (a), CPU load percentage (b) 
and description for the proposed CNN model (c). 

The software for determining the places of heat leakage of structural elements of 
buildings was developed. As can be seen in Fig. 7. the recognition time of markers of the 
front of the building is in the range from 0 to 27 s. In this case, with the proposed model 
СNN, the CPU load during the execution of tasks did not exceed 26%.

5 Video Streaming Service 
The video system is responsible for getting video from the broadcaster agent Ab to our 

viewers. This includes the following core components: Video ingest is  RTSP video in, 
and then transport it to the transcode system. Transcode system – we take the incoming 
RTSP stream from the broadcaster, and transcode it into multiple HLS streams.  VOD –
we take all of our incoming video systems and archive them for our VOD system. 

Fig. 8. Architecture of MAMS module for thermal elements quality detection via video 
stream . 
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The HLSAgent bevaviour’s module in Fig. 8 consists of several files, main.py contains a 
callback function that processes the received images, it also starts the network transferring 
mechanisms and stores the parameters for connecting to the camera. Communication 
between the VLC layer and UAV camera was implemented and requests from the VLC to 
port 554 of the camera start with "RTSP / 1.0". If we want to receive only video, then from 
the audio data we ignore everything except the name of the track. We need it to configure 
the stream, but no one forces us to accept this stream, however, the camera refuses to work 
if you completely ignore the audio (if SETUP done only for the video track). 

Different cameras will react if we neglect the port number for the audio stream (7878), 
because we specify it with the SETUP command. Next are two SETUP requests, 
indicating the ports on which we would like to receive video and audio streams. The first 
is the port for RTP, the second is for RTCP. The camera response contains information 
about the ports, you can consult them to make sure that everything is configured correctly. 
Session identifier to indicate it in all subsequent calls is need to be remembered. After the 
PLAY command, video will begin to be transferred to port 41760 and audio to port 7878 
and by TEARDOWN broadcast will stop, the connection will be disconnected. 

Fig. 9. RTSP performance compared with many of the popular streaming protocols. 
 

Transferred one level of encapsulation above. Conversion the received video data into a 
full-fledged JPEG image is important. In the case of MJPEG over HTTP, everything is 
simple - we cut out a piece of the stream and work with it immediately as with a JPEG 
image. In the case of RTP, the image is not completely transmitted. Тhe JPEG header is 
omitted to save traffic and must be restored independently from the attached data. The 
RTSP Payload for MJPEG specification is described in RFC2435.

RTSP video MAMS agent transfers video data via receiving module, but did not convert 
them to playable data. This problem is handled at the VLC layer so UAV’s manager can 
perform a multi-story building monitoring to find the visual defects that affects the heat 
losses.  It is only necessary to organize parsing similar to rfc2435jpeg. Audio data is easier 
because it is not fragmented. Each package carries enough data to reproduce. SS and RR 
types carry information about sent / received packets and about time delays. A graph of the 
performance of the RTSP transport protocol measured against others shown in Fig. 9 
taking into account latency and packet error rate. 
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6 Conclusion 
The functional scheme of the mobile system for detecting heat leakage through the 

elements of construction of a residential building is developed.  
The developed mobile system connects up to 50 wireless sensors up to 100 meters away 

via the Mobile Alerts cloud server. External wireless sensors transmit information to the 
Smart Weather Station using IT + (Instant Transmission Technology) at 868 MHz.  

The device includes a smartphone with Android OS version not lower than 3.2. System 
testing was performed using a mobile phone Xiaomi Mi A2 6/128GB. It is suggested to 
use a quadcopter to lift the sensors to the specified height UAV DJI Phantom 4. 
Performance comparison of the popular streaming protocols was analysed. RTSP protocol 
is more efficient than other and provides 7–8 Mbs bitrate in the latency range of 100–400
ms with average packet error rate 8.25%.  
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Abstract. This research reveals the topic of the use of information and 
communication technology in Germany. The degree of involvement in country life and the 
main modern trends in application of this technology in different industries and 
community governing are reviewed. Germany is the country which has shifted its focus on 
digitalization as the main direction in its economic and social advancement. The 
government engages specialized institutions, leading universities, legislative and expert 
groups in developing policies, strategies and measures aimed at improving this area. The 
research provides a general overview and analyses of German large-scale IT projects 
which impact business and society. Extensive use of information and communication 
technology has some drawbacks, one of which is lack of security. The wider IT intrusion in 
life is, the more opportunities for cybercrime arise. This issue and other problems 
connected with the field under investigation are mentioned in our work.  

Key words: information and communication technology, digitalization, innovation 
technologies, digital Germany, Industry 4.0.

I. Introduction
Nowadays the dramatic rise and convergence of emerging new information 

technology causes rapidly and radically transforming in all spheres of society’s life. The 
Internet has become increasingly important to users in their everyday lives. It creates new 
ways for citizens to congregate, store, transmit and retrieve the data and to communicate 
and share information with others. Ability to work with different computer programs is the 
skills that are increasingly important for everyone living in the digital age. New mobile 
and Internet technologies lead to the digitization of the economy and the emergence of 
new jobs based on the use of technologies such as artificial intelligence, virtual and 
augmented reality, biotechnology, Internet of things, cloud computing. Therefore, further 
development of information technology is inevitable. 

II. Literature Review
The issue of country digitalization is one of the most vital in modern society. On the 

one hand, it needs to be studied in order to manifest the outcome of this process 
implementation, statistic reports, as well as follow the development and progress. On the 
other hand, exploration of this sphere is necessary to prepare a clear vision of prospects, 
follow trends, predict changes which might happen in future due to the use of information 
and communication technologies (ICT) in various fields. Use of ICT in business, science, 
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