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Often for financial systems based on blockchain technology, high transaction transparency
may be undesirable. It is possible to achieve greater anonymity by using protocols based on zero-
knowledge proofs. Range proof, as an example of zero-knowledge proofs, is used in some modern
blockchain protocols based on elliptic-curve cryptography that provide high transaction anonymity.

In this work, we consider the possibility of applying protocols based on zero-knowledge
proofs to increase the anonymity of financial transactions in financial systems based on blockchain
technology. The relevance of this topic is driven by the growing interest in financial systems based
on blockchain protocols. Today financial instruments based on blockchain technology have become
widespread. The high interest in it is caused by its properties such as decentralization, high
transparency of transactions, data safety, and resistance to data spoofing. However, in many areas of
human activity, especially in finance, high transaction transparency may be undesirable. So, for
example, in the Bitcoin payment system, if the address of one of the users is known, it is possible to
obtain information about the history of his transactions, and details of the transactions. This work
explores the possibility of using zero-knowledge proofs to achieve greater anonymity of financial
transactions and discusses some of the common protocols such as ZK-SNARK and Mimblewimble.

Zero-knowledge proof is an interactive cryptographic protocol that allows one of the
communicating parties to verify the validity of a statement without receiving any unnecessary
information from the other party [1]. The idea is to prove that one of the parties has a piece of
information without revealing its content. The protocol requires interactive input from the verifier,
usually in the form of a task or a problem. The goal of the prover in this protocol is to convince the
verifier that he has a solution, without revealing even part of the "secret" proof. The purpose of the
verifier is to make sure that the prover indeed has the required information. Also, there are zero-
knowledge proof protocols that do not require interactive input. Most of such protocols rely on the
assumption of a perfect cryptographic hash function. The idea of using such protocols for validating
transactions in financial systems without excessive disclosure of transaction details is very
promising. Zero-knowledge proofs are widely used in many blockchain protocols that require high
transaction anonymity. For example, the idea behind the Mimblewimble protocol is to hide the
details of financial transactions using elliptic-curve cryptography. Due to the properties of elliptic
curves, this protocol needs to use the range proofs [2] to avoid creating transactions with negative
values. Range proof is proof that a number is within a specified interval, without revealing the
number itself. There are also some other similar protocols, for example, ZK-SNARK, which uses
elliptic-curve cryptography, and the alternate protocol ZK-STARK, which uses hash functions.
Thus, using blockchain protocols based on zero-knowledge proofs allows achieving greater
anonymity of financial transactions.

[1] N. R. Gowravaram, "Zero Knowledge Proofs and Applications to Financial Regulation", PhD
thesis, Harvard College, 2018. [Online]. Available: https://dash.harvard.edu/handle/1/38811528.
[Accessed Apr. 11, 2021].

[2] B. Bunz, J. Bootle, D. Boneh, A. Poelstra, P. Wuille and G. Maxwell, "Bulletproofs: Short
Proofs for Confidential Transactions and More," 2018 IEEE Symposium on Security and Privacy
(SP), San Francisco, CA, USA, 2018, pp. 315-334.
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Posenanymo ocobrueocmi pospodku npozpam 01 nepegipKu OpuiHaibHOCMi MeKCmOo8UX
pobim. Ilpogedeno amaniz HaasHux npoepam. Onucano po3poOKy npocpamu Oisi OYIHIOBAHMSA
OpURIHANIbHOCMI MEKCMY.

Beryn

[Mpuntunm pobpouyecHoCTi, 30epexeHHs 1 ToBara J0 aBTOPCHKOTO IpaBa € HOPMOIO B
cy4acHOMY cBiTi. HegomycTUMIM € BUKOPHCTaHHS 4y)KOTO TEKCTY Y CBOill po0OOTi 0€3 Hale)KHOTO
odopMIICHHS TIOCHIIaHHS Ha poOOTY aBTOpa. BayKIMBUM MHUTaHHSAM CHOTOJHI NIOCTAE MEpeBipKa Ha
OpUTIHAJBHICTh TEKCTOBUX POOIT 3 METOI YHEMOJKIIMBIICHHS MOSBU Iuiariaty. TomMy Ba)JIMBOIO €
pO3poOKa mporpamu JIjIs IEPEBIPKU TEKCTIB HA OPUTIHAIBHICTD.

Merto1o poOOTH € MiABHUIIEHHS JTOCTOBIPHOCTI MEPEBIPKU TEKCTOBUX POOIT HA OPUTIHANBHICTH
[UITXOM PO3POOKH 1 BUKOPUCTAHHS MPOTPaMH, IO peajli3ye MOPIBHAHHS PEUYeHb 3 BUKOPUCTAHHSIM
koepiienTa Ounai.

O06’€exTOM AOCHIKEHHS € IpoLec 00POOKU TEKCTOBUX JAaHUX.

[IpenMeTom NOCHIIKEHHS € METOAM 1 3ac00M PO3pOOKM IMporpam JJjisi IEpeBIpKU TEKCTOBUX
pOOIT Ha OPUTIHAIBHICTb.

3anadyero poOOTH € MPOBEACHHS NOPIBHSJIBHOTO aHaNi3y BIJOMHMX PECypcCiB JIIsl MEpPEBIPKU
TEKCTIB Ha HasBHICTh IUIariaTy Ta po3po0Ka mporpamu Ajsl NepeBipKky TEKCTIB HA OPUTTHAIBHICTD.

Po3po0ka nporpamm nepeBipky TeKCTiB HA OPUTiHAJIBLHICTD

Cepen BiOMUX CHUCTEM BUSBIIEHHS IulariaTy MoxHa Buaumuti  Content-watch,
PLAGIATSEARCH, Unicheck.

Be6-pecypc Content-watch 3abe3nedye onmaiiH-tiepeBipky TekcTy B IHTepHeri. Cepen #Horo
HEJOJIKIB BIIMITUMO HEMOKJMBICTh 3aBaHTaXEHHS TEKCTy (hailzioM Ta OOMEXEeHHS KUIbKOCTI
MepeBipOK TEKCTY 0 TphOX pasis [1].

Honatrok PLAGIATSEARCH, po3po06nenuii ['agenkom O. B. y BiHHUIIBKOMY HaIliOHATEHOMY
TEXHIYHOMY YHIBEPCHUTETI, JO3BOJISIE 3IHCHUTH JIOKAJIBLHY MEepPEeBIpKY HaOOPIB TEKCTOBUX (DaiiiiB.
Onnak, y mporpami BIACYTHS MOMJIMBICTh [OIIYKY YV MEpEeXi, a MpoIec TMEepeBipKH HE
aBTOMAaTHU30BaHMi [2].

Pecypc Unicheck, po3po6iennii Phase One Carma, € mOTyKHUM PECypcoM JUIsl JIOKaJbHOT Ta
rnobanpHOT mepeBipku. OaHAK, pecypc € TUIATHHM, a TaKOXX Y HBOMY BIACYTHS TE€peBIpKa
300pakeHs [3].

CrBopena mporpama TextOriginal mpusHaueHa I TEPEBIPKHM TEKCTIB HAa OPHUTIHAIBHICTS.
[Ipouec mepeBipku ¢aiiniB y nporpami TextOriginal moBHICTIO aBTOMaTH30BaHMid. Pe3ynbraTn
MepPEBIPOK 30epiraroThCs y CerialbHUX MarKax B OKpeMux (aitiax.

Po3pobnennii nporpamuui jgonatok TextOriginal (inTepdeiic 300paxeHo Ha puc. 1) €
0€3KOIITOBHUM J0JATKOM.

Cepen (yHKIIOHAy TPOrpaMy BUIUTUMO MO>KJIMBICTh MEPEBIPKH TEKCTIB Ha OPUTIHAIBHICTb.
TexcToBi (aitny MOPIBHIOIOTHCS B JOKAIBHUX 0a3axX IIJISXOM BCTAHOBJICHHS, HACKUIBKH CXOXI X
pedenns (TyT BUKOPUCTOBY€eThCS KoediieHT Ounai).

Pe3ynbraty nopiBHAIBLHOTO aHANI3y aHAJIOTIB 3Be[eHO B Tab. 1.

Tabmuis 1 — [opiBHsUIbHUI aHAI3 aHATIOTIB

XapakrepucTtuka / Content- | PLAGIATSEARCH Unicheck TextOrigi
3acib watch nal
IlepeBipka + - + +-
r7100aJIbHOTO

riariaTy

IepeBipka - + + +
JIOKaJILHOT'O TUIariaTy

beskomroBHe +- + - +
BUKOPUCTaHHS
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[epeBipka 3aminu - - + +

CHMBOJIIB

IepeBipka ycboro - - + +

Habopy ¢ainiB

CymapHuit nokazHuk | 1.5 2 4 4.5
a5l TextOriginal = O X

NOWYK Basa  Mpo nporpamy
[] kypcosilkypc
[ kypcosiZeype
[] kypcosidkypc
[] kypcosidicypc
KypcosiSkypc
Kypcosibkypc

R B W W

W O ®ain

B Mpuwsupweno
B 3 nepesiprorn subipok B lHiepHen ii

TEXTORIGINAL

Pucynoxk 1 — Intepdetic nonarky TextOriginal

VY mporpami TextOriginal 3abe3nevueHa MOXIMBICTH NPHUIIBUIIIMTH TEPEBIPKY TEKCTY Ha
OPHTIHANTBHICTh, BUKOPUCTOBYIOUN BUSIBIICHHS TIOBHICTIO 1JIGHTUYHUX peueHb. [lepen mepeBipkoro
TEKCT MOU(DIKYETHCS, BUAISIOTHCS 3aKIHUEHHS CIIIB, aHYJIFOETHCS 3aMiHa CUMBOJIIB.

I[Tix gac mepeBipku okpemoro ¢aiiny GopMyeThCsi BUOIPKA 3 IECATH MOBHICTIO CXOXKUX PEUCHb,
MOIIYK SIKUX MOYKHA 31HCHUTH TTI00abHO y MOIIyKoBii cucremi Google.

BucHoBok
Pospobneno mporpamy TextOriginal ans o06poOku TekcToBoi iHGoOpMalii Ha MpeaMeT
BCTAHOBJICHHSI OPHUTiHAIBLHOCTI TEKCTiB. [loJaTOK NMpu3HAYEHWUW I MIABUIICHHS €()EeKTHBHOCTI
00poOKHM TEKCTIB y JIOKaIbHUX Habopax ¢aimiB. [Iporpama po3pobieHa 3 BUkopucTaHasIM MoBu C#

ta cepepoBuia Visual Studio. J{ns nomryky BuGipku pedyeHb B IHTEpHETI BUKOPUCTAHO 010,110TEKH
Google APIL.

CIIMCOK BUKOPUCTAHOI JITEPATYPU

1. IIpoBepurh TEKCT Ha YHUKaIbHOCTh [EnexkTpoHHMi pecypc] — Pexum goctyny ao pecypcey:
https://content-watch.ru/text/.

2. Boiitko B. B. Po3po0ka koM’ 10TepHO1 mporpam# il IEPEBIpKU TEKCTIB Ha 1uiariat / B. B.
Boiitko, C. B. ber3, C. M. byp6eno, O. B. I'aBenko [Enexkrponnuii pecypc]— Pexxum noctymy 1o
pecypcy: https://cutt.ly/RIIbVOv.

3. Unicheck [EnextpoHHMI pecypc] — Pexum JOCTYIy hi (6] pecypcy:
https://en.wikipedia.org/wiki/Unicheck.

V]IK 004.42
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