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BianoBiganbHICTh 3a AKICTh Ta 3MICT MyOJIiKaIlii Hece aBTop.
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LIGHTWEIGHT DISTRIBUTED DATA STORAGE FOR WEB-ORIENTED DATA
CENTRIC APPS
O. BELOCHENKUO (alexey.belochenko@gmail.com)
Odesa National I. I Mechnikov University

PROBLEM STATEMENT

The rapid growth of data generation and consumption by the surplus of web applications in
contemporary society has accumulated vast quantities of personal data by a limited number of
organizations. This market behavior pattern when companies voluntarily and forcibly and without
alternatives provide their storage under a conditional freemium license has adverse implications for
the community and the market. Because companies can provide nearly unlimited access to user
information based on their license agreements, data breaches have become increasingly common,
affecting the market's uneven development.

Similarly, the ownership of virtual user identity is predominantly in the hands of platforms
and corporations instead of the individuals who create and consume the data. This lack of
ownership and control over personal data has resulted in censorship and deliberate deletion of
content, further exacerbating concerns about data privacy and ownership. Additionally, the created
content is often unavailable to users, interfering with data reuse and collaboration.

KEY WAYS OF IMPLEMENTATION

General approach. Distributed data storage systems, which rely on a network of
decentralized nodes to store and manage data, have emerged as a potential solution to these
challenges. These systems allow for greater security and data privacy, as well as the ability for users
to retain true ownership of their data. Instead of storing data on the network as blockchain does or
using centralized storage, the Distributed Storage Unit (hereinafter DSU) approach is supposed to
be used. In the broadest sense, DSU is a protocol and specification of a personal distributed web
server for data storage, which allows separate applications and storage. In addition, this approach
can guarantee that users will have control over produced data.

Data storage and data model. Different from the solution proposed by Ethereum, storing
data on the blockchain can be expensive and inefficient due to the cost of gas fees and the limited
amount of data that can be stored in each transaction. This report proposes to use multi-modal
database approaches that use a combination of relational, vector, and document-oriented approaches
in a single package, allowing for simple querying with a NewSQL-like language with support for
multiple persistence layers with the possibility to be scaled horizontally. The proposed system must
be schema-less by default and schema-full by ad hoc when the data model becomes well-defined. It
is ACID-compliant, allowing for transactions across multiple tables, which emit events when data
changes in real-time, making it possible to listen to updates from a web application. In general, the
such storing system is a core of DSU.

Decentralized Network and Routing. using cryptographic hashes to identify and locate files
in a content-addressed file system, which breaks files into fixed-size blocks linked in a Merkle
DAG. Lazy loading allocates disk space for file shards, storing only accessed blocks and caching
the rest. Kademlia, a routing protocol, organizes nodes based on distance and maintains an efficient
routing table. The Content-Addressable Network comprises a distributed hash table for storing and
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retrieving content using unique identifiers. Content is added by creating a CID, breaking it into
blocks, and distributing them across the network using the DHT.

Identity management and Licensing. ID management is based on DID, or Decentralized
Identifier, is a standard that provides a mechanism for creating unique identifiers for people,
organizations, and devices. This standard aims to create a decentralized, secure, and interoperable
identity system that allows individuals to own and control their identity information. In
implementing DID, a DID document is created for each DID that contains information about the
identity associated with that DID, such as public keys, service endpoints, and verification methods.
Using DID in a system provides several benefits:

1. It allows individuals to control and selectively disclose their identity information to
others, improving privacy and reducing the risk of identity theft.

2. It enables interoperability between different identity systems and reduces the need
for centralized identity providers.

3. It can improve the efficiency and security of transactions by eliminating the need for
intermediaries to verify identity information.

The system should incorporate automatic, self-executing licenses for data utilization.
Accompanying master data, these licenses outline the rules governing data use. End systems or
applications that fail to adhere to or satisfy the user license conditions will be denied data access,
thereby ensuring data privacy and genuine data ownership. Empower users with the ability to
manage and grant or revoke consent for data usage and sharing in compliance with relevant data
protection regulations. Given the capabilities of DID, it will be possible to establish copyrights on
specific data in the proposed system that unambiguously has a place in user licenses or smart
contracts.

CONCLUSIONS

This proposal addresses contemporary concerns regarding data privacy, ownership, and
management on the web, proposing a distributed data storage system as a more secure and user-
controlled alternative to centralized systems. The system aims to adhere to Ethical Web Principles
and promote data reuse, collaboration, and innovation. The potential impact spans personal,
organizational, and societal levels, with individuals gaining greater control over personal data,
organizations benefiting from enhanced efficiency and security, and establishing a creator-led web
fostering data privacy and ownership. In addition, the proposed solution could stimulate
collaboration across various fields, including research and industry.
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