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Posronomenns iHdopmanii, SK NpaBUiIo, 3yCTpidaeTbcst B ABOX Qopmax. llepmmii —
PO3roJIONIEHHS PO KOMIIOHEHTH 1 CTPYKTYPY Be0-3aCTOCYHKY, a Ipyruil — BUTIK iH(opmarii 3 BeO-
3aCTOCYHKY, 3 IIPUYMH, HE HAIIMHOTO 3aXUCTY.

Jloriyai artaku CHOpsIMOBaHI Ha eKCIUTyaramilo (QyHKUiA poxaTka abo JOTiKH HOTo
¢ynkuionyBanus. Jlorika nogatka € OYIKyBaHMU mpouec (YHKIIOHYBaHHS MpOrpaMu Npu
BHKOHAHHI TICBHUX i, HaNPHUKJIAJ, BIIHOBICHHS IapOJis, peecTpalis OOIIKOBOro 3amucy abo
TpaH3aKIii B IHTEpHET-Mara3mMHax. 3aCTOCYHOK MOXXE€ BHMAaraTé BiJ] KOPHUCTyBada KOPEKTHOTO
BHKOHAHHS JIEKUTbKOX TOCIIIOBHUX il 11T BUKOHAHHS MEBHOTO 3aBJaHHS. 30BHINIHIA MOPYITHUK
00X0TUTh 200 BUKOPUCTOBYE I1i MEXaHI3MH B CBOIX IuIsIX. [0 Takux arak MokHa BigHecTH DoS Ta
DDoS.

IcHye nBa OCHOBHMX BU/M aTak Ha Be0-3aCTOCYHKH — II€ LIUTbOBI aTaKU 1 HEIIUTHOB1 aTaKH.

[inboB1 ataku — 1e OyAb-gKi HamaJau 30BHINIHIX MOPYIIHUKIB Ha KOHKPETHHM calT abo ix
rpyny, o0'eqHaHy OJHI€I0 O3Hakowo. Taki omeparlii MPOTHUCTABISIOTHCS MACOBUM aTakaMm 3a
JIOTIOMOTOI0 BIpYyCiB a00 IHIIMX IMIKUUIMBUX Mporpam, A€ >KepTBa OOMPAEThCs 3a TPUHIUIIOM
NOCTYNHOCTI. MeTa y TakuX arak, 3a3BU4ail, € OTpUMaHHA KOHQIACHLIHHOI 1H(popMallil ans
MaTtepialbHOT BUTOJIH.

HenuipoBi ataky 341MCHIOIOTHCS HA BUMNAAKOBI caiith. OCHOBHMM 3aBIaHHSM HEILIHOBOIL
aTaky, € OTPUMaHHS HECAHKIIIOHOBAHOTO JIOCTYIY /10 Be0-3aCTOCYHKIB, aTaKyIOUH Bijpa3y BEIUKY
BHUOIPKY pecypciB, BiIiOpaHHX 3a IKUMOCH KPUTEpIEM, HANPUKIIAA, Be0-3aCTOCYHKHN MPaLlOl0Th Ha
MEBHIA CHUCTEMI YNpaBIiHHS KOHTEHTOM. [Ipu MO3UTHUBHOMY pe3ysbTarTl, 30BHIMIHIA MOPYIIHHUK,
CTBOPIOE aKayHT aJMIHICTpaTopa BcepelnHl Be0-3aCTOCYHKY Ul BIIPOBA/KEHHS Ha pecypc
MIKIUTMBUX CIIeHapiiB, a00 sl KpaJabKKU 0a3u JaHUX.

[lommpenHss arak Ha Be0-3aCTOCYHKM I[IOB'A3aHl 3 JBOMa TOJIOBHUMH (HaKTOpaMu:
BIICYTHICTh Oe3meku, abo >k, 3HWKeHa Oe3meka BeO-3aCTOCYHKY 1 HM3BKHH TMOpPIT BXOMY VIS
30BHIIIHIX TOPYITHUKIB.

Ax mpaBwio, OUTBIIICTE BeO-3aCTOCYHKIB HE BUKOPHUCTOBYIOTH CIHEIlabHI 3aco0u
MOHITOPHHTY Ta BUSIBJICHHS 3arpo3, a TAK0X 3aXUCTY Bij 3arpo3. TakoX MPUUYUHOIO MOXKE CITY>KUTHU
0€3BINMOBINATBHICT AAMIHICTpATOpPa 1 KOMaHIU PO3POOHUKIB, SIKI TOMYCKalOTh A0 (iHATBHOT
Bepcii, KO/ 3 MOMHUJIKAMH.

VY nmaniii po6oTi Oynu 3i0paHi 1 kiacudikoBaHi, 3a KUIbKOMa O3HaKaMHW, OCHOBHI 3arpo3u 1
BHJIM aTak Be0-3aCTOCYHKIB, a TaKOXX Oy/i¥ BKa3aHI OCHOBHI NMPUYMHHU TIONIMPEHHS aTak Ha BeO-
3acTOoCyHKU. Jyis 1m030aBlIeHHsI Bil MOMJIMBOCTI 3ITKHEHHS 3 JaHUMHU TpoOieMamMu, HEOOXiITHO
JTOTPUMYBATUCS 0a30BUX 3aX0 1B OC3IEKH.

CIIMCOK BUKOPUCTAHOI JIITEPATYPU
1. Ysa3Bumoct u yrpo3si BeO-mpuiiockennii B 2019 roxy [Enexktponnmii pecypc] // Positive
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2. Vazpumoctu caitoB |[Enextponnuit pecypc] / ANTI-MALWARE. — Pexum pocrymy:
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Often for financial systems based on blockchain technology, high transaction transparency
may be undesirable. It is possible to achieve greater anonymity by using protocols based on zero-
knowledge proofs. Range proof, as an example of zero-knowledge proofs, is used in some modern
blockchain protocols based on elliptic-curve cryptography that provide high transaction anonymity.

In this work, we consider the possibility of applying protocols based on zero-knowledge
proofs to increase the anonymity of financial transactions in financial systems based on blockchain
technology. The relevance of this topic is driven by the growing interest in financial systems based
on blockchain protocols. Today financial instruments based on blockchain technology have become
widespread. The high interest in it is caused by its properties such as decentralization, high
transparency of transactions, data safety, and resistance to data spoofing. However, in many areas of
human activity, especially in finance, high transaction transparency may be undesirable. So, for
example, in the Bitcoin payment system, if the address of one of the users is known, it is possible to
obtain information about the history of his transactions, and details of the transactions. This work
explores the possibility of using zero-knowledge proofs to achieve greater anonymity of financial
transactions and discusses some of the common protocols such as ZK-SNARK and Mimblewimble.

Zero-knowledge proof is an interactive cryptographic protocol that allows one of the
communicating parties to verify the validity of a statement without receiving any unnecessary
information from the other party [1]. The idea is to prove that one of the parties has a piece of
information without revealing its content. The protocol requires interactive input from the verifier,
usually in the form of a task or a problem. The goal of the prover in this protocol is to convince the
verifier that he has a solution, without revealing even part of the "secret" proof. The purpose of the
verifier is to make sure that the prover indeed has the required information. Also, there are zero-
knowledge proof protocols that do not require interactive input. Most of such protocols rely on the
assumption of a perfect cryptographic hash function. The idea of using such protocols for validating
transactions in financial systems without excessive disclosure of transaction details is very
promising. Zero-knowledge proofs are widely used in many blockchain protocols that require high
transaction anonymity. For example, the idea behind the Mimblewimble protocol is to hide the
details of financial transactions using elliptic-curve cryptography. Due to the properties of elliptic
curves, this protocol needs to use the range proofs [2] to avoid creating transactions with negative
values. Range proof is proof that a number is within a specified interval, without revealing the
number itself. There are also some other similar protocols, for example, ZK-SNARK, which uses
elliptic-curve cryptography, and the alternate protocol ZK-STARK, which uses hash functions.
Thus, using blockchain protocols based on zero-knowledge proofs allows achieving greater
anonymity of financial transactions.

[1] N. R. Gowravaram, "Zero Knowledge Proofs and Applications to Financial Regulation", PhD
thesis, Harvard College, 2018. [Online]. Available: https://dash.harvard.edu/handle/1/38811528.
[Accessed Apr. 11, 2021].

[2] B. Bunz, J. Bootle, D. Boneh, A. Poelstra, P. Wuille and G. Maxwell, "Bulletproofs: Short
Proofs for Confidential Transactions and More," 2018 IEEE Symposium on Security and Privacy
(SP), San Francisco, CA, USA, 2018, pp. 315-334.
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