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DYNAMIC PROPERTIES OF PROVIDING  
CYBERSECURITY PROCESSES AT THE EXAMPLE  

OF CYBERSECURITY'S AUDIT 
 

Author  Kozlova O. 
Supervisor  Kononovych V. 
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The paper considers the process of development from information se-
curity to cybernetic security of infrastructure objects, and in particular, 
processes of cyber security audit. It has been established that the aspects 
of the dynamics of information and cyber security processes have not been 
adequately studied, and they do not disclose a complete formal and system-
ic approach to solving cybersecurity problems. In this regard, developed a 
logical-linguistic model of a risk-oriented approach to planning cyber 
security activities and the mathematical model of two-stage cyclical 
management of audit processes. The use of the mathematical model will 
contribute to a more accurate understanding of the dynamic properties and 
the development of the necessary system and extra-systemic measures to 
ensure cybersecurity. The process of conducting an audit based on the 
cybernetic cycle is being investigated. The model of the audit process is 
constructed using the logistic function and discrete reflections. The condi-
tions of bifurcations, the nature of possible irregular oscillations in a 
dynamical system are determined. The working conditions that violate the 
normal functioning of the system are determined, hinders the audit of 
cybersecurity, and for the first time allowed to reasonably explain under 
what conditions the audit process will be disrupted. 
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