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Tunu rpadikiB, sKi Halkpaiie NHiAXOAATh JUIS Bisyani3amii BeIMKUX JaHUX, HaJlaloTh
MOKITUBICTh y3araJlbHUTH BEJIMKI JIaHI Ta MPEJICTaBUTH 1X Y HAOYHOMY BHIJISJII: YacOBHM rpadik,
JTiHIHHUA rpadik BIAXUICHHS AJIS PI3HUX KaTeropii, rOpM30HTaNbHI Ta BEPTUKAIBHI riCTOTpaMu,
niarpama lanmrta, rpadik epomowmii B uaci, 60kc-rpadik, kapra oGnacTeil, IepeBOBHIHA KapTa,
TOYKOBA KapTa, IPH YOMY KOXKHA KaTeropis BHXIJJHOIO MAacHBY JIaHUX Ha rpadikaX BHILISETHCS
THIITUM KOJILOPOM.

BucHoBku

BripoBajpkeHHST Ta 3aCTOCYBAaHHS TEXHOJIOTIH OOpOOKM Ta Bisyawmizallii BEJIIMKHX JIaHUX
JIO3BOJISIE 'y HAOYHOMY BHUIJISAI TpPe3eHTYBaTH Ta apryMEeHTyBaTH MOTpiOHY iHQopmaliio,
I IKPECITATH aKIECHTH, TTiIBECTH ITiICYMKH.
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The problem of security of programs and data in infocommunication is analyzed in the
research technologies. It is proved that a significant part of the tasks related to information security
should be solved systematically.

Formulation of the problem. Analysis of the problem of information security suggests that the
threat of protection has made the means of information security one of the mandatory characteristics
of a modern information system. The need to study the range of all components of information
storage and processing systems, where in the process of designing the component of information
security, storage of confidential information is important due to the research topic. A study of
various information systems for which protection is vital for the protection of information in
information systems.

The advent of new information technologies and the development of powerful computer
systems for storing and processing information have increased the levels of information protection
and necessitated that the effectiveness of protection increase with the complexity of the storage
architecture. Thus, the protection of economic information is gradually becoming mandatory:
various documents are being developed to protect information; recommendations for information
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protection are formed; there is even an information security law, which addresses information
security issues and information security issues, as well as addresses some unique information
security issues.

Thus, the threat of protection has made the means of information security one of the
mandatory characteristics of the information system.

Today there is a wide range of information storage and processing systems, where in the
process of their design the factor of information security, storage of confidential information is of
particular importance. Such information systems include, for example, banking or legal secure
document management systems and other information systems for which protection is vital to the
protection of information in information systems.

The task of ensuring information security must be solved systematically. This means that
different means of protection (hardware, software, physical, organizational, etc.) must be applied
simultaneously under centralized control. At the same time, the components of the system must
know about each other's existence, interact and provide protection from both external and internal
threats.

Today there is a large arsenal of methods of information security:

» means of identification and authentication of users;

» means of encrypting information stored on computers and transmitted aver networks;

* firewalls;

« virtual private networks;

« content filtering tools;

« tools for checking the integrity of the contents of disks;

* antivirus protection tools;

* network vulnerability detection systems and network attack analyzers.

An effective way to protect against the loss of confidential information? filtering the content
of incoming and outgoing e-mail. Checking the e-mails themselves and their attachments based on
the rules established by the organization also helps to protect companies from liability for lawsuits
and protect them from spam. Content filtering tools allow you to check files of all common formats,
including compressed and graphie. This changes the network bandwidth little.

All changes to the workstation or server can be tracked by the network administrator or other
authorized user using integrity checking technology. This allows you to detect any actions with files
(change, delete or simply open) and identify virus activity, unauthorized access or theft of data by
authorized users. Control is based on the analysis of checksums of files.

Modern anti-virus technology allows you to detect almost all known virus programs by
comparing the code of a suspicious file with samples stored in the anti-virus database. Undoubtedly,
the cybersecurity mechanism makes our work very easy, ensuring the availability of resources
contained in any network. A business or organization can suffer enormous losses if they are not
sincere about the security of their online presence. As each technology has its own way of making
work easier, so does network security. A cybersecurity plan is critical for any company with very
sensitive information. Many companies now appoint a Chief Security Officer (CSO) or Chief
Information Security Officer (CISO) to oversee their cybersecurity.

Complex systems give solid results - new tools can provide all kinds of business activity,
which helps companies increase opportunities. However, it also leads to an expansion and more
complex infrastructure for hackers - professionals talk about the "surface of the attack" as the sum
of all actions vulnerable to cyberattacks. There is even a belief that in the future, artificial
intelligence (AI) programs will be able to expand the surface of the attack and allow hackers to gain
more access to systems. Cybersecurity is one of the most important, interesting and challenging
areas to work on today. From administering security solutions or launching operations to helping
protect your network from attack or investigating suspicious activity, the cybersecurity field offers a
wide range of different job opportunities.

The actual way to facilitate the work is to ensure data confidentiality, integrity and
accessibility if necessary. In security security, the security analyst uses tools such as SIEM, IPS,
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IDS, firewall, proxy, etc. This is actually an approach where the organization protects its network
from malicious traffic. Basically, this includes the analysis of the data packet that enters the
organization's network to perform a specific task. In addition, behavioral modeling technologies
have been developed to detect newly created virus programs. As a result of the study, we consider it
necessary to indicate that we have investigated only some aspects and features of this issue, in
particular methods of information security. Special attention should be paid to the protection of
information, which should be investigated through the prism of the use of special software in the
space of cybercrime.
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OCOBJIMBOCTI 3ACTOCYBAHHA ORM TEXHOJIOI'TI ITPU POBOTI 3
PEJIIIMHNUMUA BASAMU JTAHUX
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Binaunpkuit HaioHa IbHUM TEXHIYHUN YHIBEPCUTET

Busnauyeno ocobrueocmi, nepesazu ma nedoniku euxopucmanus mexuonocii Object-relation
mapping npu pooomi 3 perayiiHumu 6a3amu OaHUX.

Cy4acHi 6i3Hec-TipollecH HE MOXYTh iCHyBaTH Oe3 OOpOOKM BEIMKUX OOCATIB NaHUX, SKi
HEBIIMHHO 3pocTratoTh. Tak, y 2020 pomi cBiTOBHE oOcsAr maHWx craHoBHB 64,2 30aiiT, a 3a
nporuo3amu 1o 2025 poxy neit oOcsr mae 3poctd 10 Ounbil, HixK 180 36aiit [1], To6TO Maiike
MOTPOITHCH JIAMIE 32 5 poKiB. 3a iHIMWMHU mporHo3amu j0 2025 poky O6im3pko 80% Beix JaHHX
CTAaHOBUTHME KOpmopaTuBHa iH@opmariis [2], a TOMy BUMOTH 10 ii IUTICHOCTI Ta HaJiHHOCTI
OyIyTh JTy’Ke€ BUCOKHMH, OCOOJIMBO II€ CTOCYETHCSI OAaHKIBCHKOI Ta OipykoBO1 cepu. 30epiraHHs Ta
00poOKka JaHuX 3A1MCHIOEThCS cucTeMaMu kepyBaHHs Oazamu fanux (CKB]I), npu yomy Oinblie
80% ix pHWHKY Npumnagae came Ha pesimiiai 0a3u manux [3], ski 30epiraroTh JaHi y BHTJISIL
OB’ SI3aHUX MK cO00010 TaOJIMIb 1 I03BOJISIIOTH 3a0e3leuyBaTu BUCOKI BUMOTH IIIOJI0 HaJIIHHOCTI
JaauX. OHaK Mpu po3poOIll MPOrpaMHOro 3a0e3eUYeHHs 3a MPUHITUIIAMHA 00’ €KTHO-OPIEHTOBAHOT
napajurMyu y nporpamicTiB BUHUKAIOTh TPYJHOIII 3 00pOOKOI0 00’ €KTHO-OPI€EHTOBAHUX JJAHUX, 1110
30epexeHi y BUTIAL pelsiiiHol 0asm janux. HeoOXiqHO MOCTIHO BHKOHYBATH IEPETBOPEHHS

64



Mamepianu xongpepenuyii «Cman, 00cazHeHHA ma nepcnekmusu iHhopmayininux cucmem i mexHon02iiy

XXII BceykpaiHcbka HAyKOBO-TeXHIYHA KOH(epeHuis
MOJIOIUX BYEHUX, ACMIPAHTIB TAa CTY/IEHTIB

«CTAH, JOCAT'HEHHS TA IEPCIIEKTUBHU
THOOPMANIMHUX CUCTEM I TEXHOJIOI'IN»

Oneca

21-22 kBitHs 2022 p

30ipHMK BKJIIOYAE JOMOBIAl yuacHUKiB KoHpepenIii. Te3n gqomosiaeit
myOJTIKYIOTBCS Y BUTJISAI, B ASKOMY BOHM OYyJIM 110JaH1 aBTOPaMHU.

BinnoBiganpHICTE 32 3MicT 1 GOpMy mMojadi maTepialy HecyTh
aBTOPH CTATEM.

Penakuiiina xoJeris: Kotk C.B., Kopnienko FO.K.
Komn'rorepumnii Haoip i Bepcrka: Cokonosa O.I1.

BinnosigaabHuii 3a Bunyck: Kotk C.B.

251



