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The methods are based on gaming platforms. The Steam platform provides a built-in tool for
managing and analyzing user's game library. Also, there are other platforms such as Origin, Epic Games
Store, UPlay, etc. Many gaming platforms also have features to manage and analyze user's game
installations.

There are third-party Game Management Software such as GOG Galaxy. GOG's client includes
features for managing and analyzing users' game libraries. Playnite is also a third-party game library
manager that can help users organize and analyze their games from various platforms in one place.

The methods are based on Check Game Cache. For games on platforms like Steam, users can
verify the integrity of game files. This can help identify and fix corrupted or missing files.

The methods are based on Performance Monitoring. Tools like MSI Afterburner or HWINFO can
be used to monitor the performance of users' hard drives while playing games. High disk usage or slow
read/write speeds may indicate issues.

The methods are based on Drive Health Monitoring. This method is based on. regularly
monitoring the health of the user's hard drive using SMART (Self-Monitoring, Analysis, and Reporting
Technology) tools. This can help users detect and address potential hardware issues early. This method of
analyzing a user's hard drive for gaming software is about managing space and ensuring optimal
performance and organization.

Thus, hard drive performance analysis techniques are important for gaming software.

UDC 004. 032.26, 528.854

RESEARCH APPLICATION OF THE SPAM FILTERING AND SPAMMER DETECTION
ALGORITHMS ON COMPUTER GAMES COMUNICATIONS
OLIINYK V., PODOROZHNIAK A., LIUBCHENKO N.
(oleynikwasya@gmail.com, andrii.podorozhniak@khpi.edu.ua, nataliia.liubchenko@khpi.edu.ua)
National Technical University “Kharkiv Polytechnic Institute”

The issue of spam recognition and mitigation in textual content using Artificial Intelligence has
emerged as a crucial challenge in today's digital landscape. This problem is especially pertinent in the
context of gaming chat platforms, such as Discord, SteamChat, Twitch, and many others. Spam not only
disrupts the user experience but also poses significant threats to the integrity and functionality of these
platforms. In this research, we delve into the intricacies of spam detection in text data, employing the
power of Artificial Intelligence to develop robust solutions. By addressing this challenge, we aim to
enhance the overall user experience and maintain the integrity of communication platforms. In the
subsequent sections, we will explore the methods and techniques employed to combat spam in textual
content, ultimately contributing to a safer and more enjoyable online environment.

As Pirker, Steinmaurer, and Karakas (2021) noted in their research titled "Beyond Gaming: The
Potential of Twitch for Online Learning and Teaching," platforms like Twitch extend far beyond gaming
and have become essential for online communities and educational purposes [1]. Consequently, the
problem of spam extends beyond mere annoyance; it can affect the quality of interactions and the efficacy
of these platforms for various purposes.

Moreover, the issue of spam and unsanctioned interference holds critical importance in the context
of team-based online games. In such games, where coordination and communication are key to victory, a
spam attack on a team's chat can lead to severe consequences, potentially resulting in the defeat of the
targeted team.

Object of Research

The primary focus of this research is to investigate and apply spam filtering and spammer detection
algorithms specifically tailored for computer game chat platforms. We aim to develop a deeper
understanding of how these algorithms can be effectively employed to combat spam and identify
malicious actors within the unique context of computer game chats.

Subject of Research
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The subject of this study encompasses the various aspects related to spam detection and spammer
identification within computer chat environments [2, 3]. We will explore the distinct characteristics of
communication in online gaming, including the language, slang, and dynamics employed by players. Our
analysis will be centered on identifying spam messages and detecting individuals or bots responsible for
spamming activities within these platforms.

Methods of Research

To achieve our research objectives, we will employ a multifaceted approach that integrates several
methods and techniques:

- Data Collection:

We will gather a substantial dataset comprising chat logs and messages from a diverse range of
computer game chat platforms. These datasets will serve as the foundation for our research, allowing us
to train and test our spam filtering and spammer detection algorithms effectively.

- Algorithm Development:

Our research will involve the creation and refinement of specialized spam filtering and spammer
detection algorithms designed explicitly for computer game chats. These algorithms will take into account
the specific language patterns, gaming terminology, and behavioral characteristics prevalent in these
environments.

- Machine Learning:

We will harness the power of machine learning and natural language processing (NLP) techniques to
develop models capable of distinguishing between legitimate messages and spam content [4]. These
models will be trained on the collected datasets to enhance their accuracy and efficiency.

- Behavioral Analysis:

In addition to linguistic analysis, we will conduct behavioral analysis to identify patterns of behavior
indicative of spammers and malicious actors within computer game chats [5]. This will involve tracking
unusual or disruptive activities that disrupt the gaming experience.

- Validation and Evaluation:

To assess the effectiveness of our algorithms, we will employ rigorous validation and evaluation
methodologies. This will include conducting real-world testing on live gaming chat platforms, as well as
comparing our algorithms' performance against existing spam detection solutions.

- Ethical Considerations:

Throughout the research process, we will prioritize ethical considerations, including privacy and
data security, to ensure that the implementation of spam filtering and spammer detection algorithms
respects the rights and confidentiality of users within computer game chat environments.

By employing.these comprehensive research methods, we aim to contribute valuable insights and
practical solutions to enhance the quality of communication and user experience within computer game
chats while mitigating the disruptive effects of spam and malicious activities.

Conclusions

This research endeavor was dedicated to the scientific and applied endeavor of combatting spam
within the distinct realm of computer game chats. In this pursuit, we examined the utilization of spam
filtering and spammer detection algorithms tailored to the context of computer gaming communication.
Our study encompassed the following pivotal aspects:

-~ Acknowledging the Significance of Spam Detection: We recognized the paramount importance of
spam detection within computer game chats and delved into the potential disruptions and threats posed by
spam interference in the gaming community.

- In-depth Analysis of Spam Recognition Methods: Our research involved a comprehensive analysis
of foundational spam recognition methods, including the utilization of the naive Bayesian classifier [6],
support vector methods [7], multilayer perceptron neural networks [8], and convolutional neural networks
[9], all fine-tuned for the unique language and communication patterns of gaming platforms.

- Exploration of Spammer Detection Approaches: [10] We investigated fundamental approaches to
identifying and mitigating spammers within computer game chats, recognizing the necessity of
distinguishing between legitimate players and malicious actors.

- Algorithm Development and Implementation: A pivotal outcome of this study was the
development of a dedicated program designed to filter spam and detect spammers operating within
computer game chat environments. This program incorporated four distinct algorithms for spam
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recognition, bolstered by a proposed complex majority algorithm. Additionally, we meticulously
scrutinized all text traffic to identify potential spammers effectively.

In amalgamating these components, our research project successfully addressed the scientific and
practical challenges associated with spam detection and spammer identification within computer game
chats. By tailoring our approach to the unique characteristics of gaming communication, we have
contributed to the advancement of strategies for maintaining the integrity and quality of interactions
within this vibrant online community.
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