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CraH, MOCATHEHHS Ta TEPCHEKTHBH 1HPOPMALIHHUX CHUCTEM 1 TEXHOJIOTIH /
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angaBITHOMY MOPSAAKY MPI3BUIL aBTOPIB.
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Penakrop 36ipauka Kotk C.B.
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SAFETY AND ETHICS IN THE USE OF AUTOMATED SYSTEMS
RYSBEK AKERKE (akerkerysbek98@gmail.com)
Turan University, Kazakhstan

The modern world is becoming more and more automated, and this leads to the emergence
of new security and ethics issues. Automated systems such as robots, drones, automated vehicles
and others are used in many fields, including manufacturing, transportation, medicine, military and
others. However, their use may cause certain risks and raise ethical issues that need to be taken
into account and addressed.

One of the main safety issues is the possibility of automated systems to cause harm to
people and the environment. For example, robots operating in production environments can cause
injury to workers if they are not provided with sufficient safety. Automatic vehicles can cause
accidents if their software does not take into account all possible situations on the road. Drones can
violate privacy if used unauthorized. In addition, the use of automated systems may raise ethical
questions. For example, the use of automatic vehicles can lead to the loss of drivers' jobs, which can
affect the economy and society as a whole. Robots replacing people in some jobs can cause
dissatisfaction among people who lose their jobs. Military robots may raise questions about what
level of control and responsibility the people controlling these systems should have. Addressing
these issues requires joint efforts from manufacturers, government agencies, the public and other
stakeholders. Manufacturers must guarantee the safety and reliability of their systems.

Nowadays, when we are more and more dependent on technology, the issues of safety and
ethics in the use of automated systems are becoming more and more relevant. First of all, we would
like to address the issue of security. Automated systems can be indispensable in operation, but they
can also pose a security threat. For example, hackers can use weaknesses in the system to break into
databases and obtain confidential information. Therefore, it is necessary to take all necessary
measures to ensure the safety of automated systems. This can be regular software updates, the
installation of strong passwords, as well as the use of a two-factor authentication system. In
addition, it is necessary to take into account ethical aspects when using automated systems. For
example, we need to make sure that the systems do not violate the rights and freedoms of people.
This may be a violation of privacy rights if the system collects and stores personal data without the
consent of users. It is also necessary to take into account the possibility of using our systems to
manipulate public opinion. For example, it may be the use of algorithms to spread fake news or
manipulate election results.

Another important aspect to consider when using automated systems is transparency.
Companies should be ready to communicate openly and transparently with users and the public
about how automated systems are used and what data they collect and process. This will help
establish trust on the part of users and protect companies from possible accusations of violating
privacy rights or ethical principles. In addition, it is necessary to take into account that automation
can lead to the dismissal of people and job cuts. Therefore, companies should be prepared for social
responsibility and the provision of alternative options for employees who may be affected by the
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automation of processes. Finally, we would like to emphasize that security and ethics issues in the
use of automated systems are an ongoing process. We need to constantly update and improve our
systems so that they meet the highest standards of safety and ethics.
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EXPLORING EXTRAMAE: A SCALABLE SELF-SUPERVISED APPROACH TO
SYNTHETIC TIME SERIES GENERATION
ABLETS A. V.(ablets.a.v@gmail.com)
Kryvyi Rih National University

The ExtraMAE model offers a scalable, self-supervised approach to synthetic time series
generation, addressing the lack of high-quality data in various domains. Its lightweight
architecture, fidelity, and practicality make it an effective solution for time series analysis in fields
like healthcare, finance, and environmental monitoring. By efficiently capturing temporal dynamics
and excelling in downstream tasks, ExtraMAE paves the way for the future of self-supervised time
series generation.

Introduction. Time series analysis is the study of data points collected over time to
understand trends, patterns, and make predictions. It plays a crucial role in various fields, such as
finance, healthcare, and environmental monitoring[1]. However, many domains face a lack of high-
quality data, making it difficult to train effective models. Synthetic data generation is a potential
solution to this problem, allowing researchers and practitioners to create data that maintains the
temporal dynamics of the original data[2]. The ExtraMAE model is a novel, scalable self-
supervised approach that has shown great promise in addressing this challenge[3].

The Need for Synthetic Data. In many domains, obtaining sufficient high-quality data is
challenging. For instance, healthcare data is often sensitive, containing personal information that
cannot be shared directly[1]. Similarly, financial data for rare events like market crashes is scarce,
making it difficult to study underlying mechanisms[2]. Synthetic data generation helps overcome
these limitations by creating data that closely resembles original data while maintaining its temporal
dynamics.

Existing Methods and Their Limitations. Generative Adversarial Networks (GANSs) have
been widely used for synthetic data generation[4]. While GANs can generate data that resembles
the original distribution, they often fail to capture the temporal nature of time series data effectively.
TimeGAN is another popular approach that attempts to address this issue by incorporating
supervised learning in the latent space[5]. However, TimeGAN's performance can still be limited
due to its reliance on unsupervised learning.

Introducing ExtraMAE. ExtraMAE (Masked Autoencoder with Extrapolator) is a self-
supervised model that effectively captures temporal dynamics in time series data[3]. It works by
randomly masking portions of the original time series and learning to recover the masked patches.
The model comprises three primary components: an encoder, an extrapolator, and a decoder. The
encoder operates on unmasked patches of the original time series, while the extrapolator is
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