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THE STATE OF CYBER SECURITY DEVELOPMENT FOR CERTAIN CRITICAL
DOMAINS IN THE REPUBLIC OF MOLDOVA

AURELIAN BUZDUGAN, M. Sc, doctoral student
Moldova State University (Republic of Moldova)

In this paper we will update upon the research performed on cyber security program
development for specific domains in Republic of Moldova. We will analyze the findings of previous
case studies on evaluation of cyber security requirements for healthcare, nuclear and radiological
domain, and map the obtained results to the recently developed Model for Cyber Security Maturity
Assessment in Critical Infrastructures (herein after as Model) [1]. The proposed model focuses on
four primary dimensions (Policies and administration; Education and training; Work environment;
Cyber risk management) and was built with the scope to analyze the efficiency of potential
information systems used for cyber risk management. The model is multidimensional, as it can also
show the actual state of cyber security maturity in an organization, fact which was also proven by
external reviews. The results of this analysis will help confirm the applicability of the Model for
organizations at different stages of cyber security development, as well as from different domains.

The digitalization and use of computer systems in various domains has offered tremendous
growth and development opportunities for critical infrastructure (CI) domains. However,
digitalization has also created challenges in identifying and managing cyber risks in the CI domain.
In this paper we will review the cyber security developments in the nuclear and radiological (NR)
domain-

The cyber security program development for the NR domain is strongly linked to
international guidance and recommendations, as well as threat landscape increase level. One of the
first analysis performed in 2015 presented the inclusion of cyber security in the safe and security
use of nuclear and radiological entities. The NR domain legislation includes cyber security as part
of nuclear security, which creates premises for a horizontal cooperation with IT specialized bodies.
In addition, the IT security was confirmed as intrinsic part for physical security systems and
dictated specific technical requirements such as user access, monitoring and incident reported or
data confidentiality. This situation can be interpreted via the proposed model where all dimension
would have below average ratings, indicating a need to develop and improve the Policies and
Administration section. In a later analysis from 2016 [2], we stressed the strong link between the
overall national cyber security maturity, and the developments in certain domains. In addition, the
National Cyber Security Program covered aspects as functions, responsibilities and training
indicators [3]. Therefore, through the prism of the Model, it is suggested to develop the Education
and Training component simultaneously, to raise the overall cyber security level which directly can
lead to a better legal framework development. In 2017, we have also analyzed the Decision on
Minimum Cyber Security Requirements [4], which is a holistic document focusing on all areas of
cyber security. In relation to our Model, we believe the document is requiring the maturity increase
for dimension such as technical tools or configuration, user awareness and training, via legislative
initiatives. In this case, the model would show different results compares to 2015 where there would
be high ratings for the Policies and Administration when it comes to national legislation, and lower
ratings for the rest of the domains. We believe this situation is characteristic for many countries in
the context of cyber security program development.

Furthermore, we performed an analysis on cyber security in the healthcare domain, which is
also part of the CI. The findings at that time (2016, 2019) have shown that while technologies exist,
these cannot be enforced without national policies and regulations in this sense [5]. We believe this
is also strongly correlated to the mindset and overall security culture, as human dimension has a
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strong influence upon the development of the legal framework. Therefore, we see a correlation in
the development phase which is confirmed by the first two dimension of the Model, key for
triggering overall technical developments. As solutions to this context, a horizontal cooperation has
been recommended with domains that are at the same stage, or have went through significant
developments in the past years, such as the nuclear and radiological domain. Moreover, this
solution is necessary in the context of existence of a large number of ionizing radiation sources in
the healthcare domain, as well as the imminent need to ensure cyber security of healthcare devices
in the context of Covid-19 pandemic.

One last development in the legal framework of Moldova is the Information Security
Strategy for 2020-2024. This document highlights the gap of ensuring cyber security for CI domain,
as well as the need for developing policies in this matter. We believe the findings and results of the
proposed Model, in light of previous case studies performed in this domain, match the current
status.

In conclusion, cyber security program development is a complex process that requires a
holistic approach. Various methods to evaluate the gaps and priorities can be applied, such as via
external assessments [7] or practical models. The findings in this paper are a valuable input for the
interpretation of results given by the proposed Model, such as the prioritization of policy
development when all dimensions have a low score, as well as the need to have a general approach
covering also education and training, and specifically raising awareness about the need of cyber
security improvements.
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