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USING THE DISTRIBUTED DATABASE SYSTEMS AS A CYBERSECURITY 
IMPROVEMENT FOR FINTECH COMPANIES

Seksenali A.K., Ismailova R.T.
(22231368@turan-edu.kz, r.ismailova@turan-edu.kz)

Turan University, Almaty, Kazakhstan

In this article, the solution for the improvement of cybersecurity at the FinTech companies 
has been proposed. For this purpose, using the distributed database systems known as the 

enefits compared to the 
traditional ones.

Introduction

Nowadays, the world has seen a significant increase in the tendency for doing regular and 
business affairs online by using the power of the Internet. These things include shopping, distance 
working, and studying, and even some business and government contracts are being conducted 
online due to the simplicity and availability. However, many people are not aware of the extent to 
which the personal data that they voluntarily shared becomes vulnerable to being stolen or used 
against the owner. This in turn may cause a series of undesirable consequences. Currently, many 

accounts, as this also becomes convenient for both parties. In this case, the organizations typically 
use the services provided by the FinTech organizations to conduct the acquiring. Although they are 
obliged to meet the PCI DSS requirements to have the right to support these operations, sometimes 
their databases may also be vulnerable to fraud. To avoid such breaches, taking into consideration 
the idea of distributed database systems, as known as blockchains, may be a good solution for these 
cybersecurity purposes. Therefore, this article aims to prove the relevancy of the suggested 
approach.

I. Blockchains explained

Distributed database systems gained popularity with the birth of cryptocurrency systems, 

showed the idea of performing online payment via peer-to-peer (P2P) connection technologies, 
without the use of intermediary systems based on some cryptographic algorithms [1]. Unlike 
traditional database systems, keeping and maintaining payment transactions are held and organized 
by a set of computers or servers around the globe known as peers, which are using permanent 
synchronization algorithms for updating the local records by adding them to the chain [2]. Here 
goes the main benefit of this technology, which makes it unique. Unlike traditional centralized 
database systems, blockchain systems usually do not have the issues of potential data losses or non-
sanctioned database writes, which may happen in the case of having a single centralized database 
replica or cluster. Therefore, using distributed database systems for establishing the highest 
cybersecurity rates seems attractive.

II. Application of blockchains for online transactions

As has been mentioned above, using the peer-to-peer connections may be exclusively 
helpful in maintaining and keeping the database systems safe. Safety, on the other hand, is 
extremely important for the FinTech companies, as they may store the sensitive information of the 
clients. These companies may follow the strategy kindly similar to the cryptocurrency transactions, 
which is solely  based on the peer-to-peer connection. These connections may be made via some 
defined custom protocol, possibly provided by the mentioned FinTech companies, which is using 
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the high levels of cryptography algorithms for asymmetric ciphering and signing the transactions 
between the payer and the organization. Generally, every client will be provided with 2 keys, for 
signing the outgoing contract, and for verifying the incoming contract. These measures of 
asymmetric ciphering will definitely reduce the fraud breaches, as every message will be checked at 
least twice for the given transaction, and the attempts of breaking-in of the third parties would be 
automatically rejected after verification. This way, having the peer-to-peer connections instead of 
the middleware services, which may be the potential data breach, seems much beneficial in this 
case.

Conclusion

To conclude, this paper has served as a way to propose the new blockchain technology as 
another way for improvement of the cybersecurity levels of internet transactions. The current 
technologies mainly provided by the FinTech organizations use the centralized database systems, 
and thus make the data open to be stolen or being used for some selfish purposes. This, in turn, 
makes many people afraid of using and preferring the mentioned online payment solutions. 
However, here a better idea comes in. Establishment of the peer-to-peer connections between the 
payer and the receiver, where the high levels of asymmetric encryptions are implemented should 
definitely be the fine improvement. Also, the information of the internet transactions would be 
stored in different database replicas lying on different machines with the hot standby 
synchronizations and without any leading nodes, which may become vulnerable to the cyber 
attacks.
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