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Figure 1 — Transient process of closed-circuit ACS with integrated correcting component
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Introduction. Currently cryptographic algorithms are widely used in many areas of
information technology. The most used of its achievements are encryption and digital signature
algorithms, zero-knowledge proofs and so on. The last ones have become especially popular due to
rapid development of blockchain technology [1].

Intuitively (not formally) the idea of zero-knowledge proof is to provide person A with the
possibility to prove to person B some knowledge K in such a way that from the one hand B
becomes sure that knows the value K, and from the other hand B does not gain any additional
knowledge. Such schemes are widely used in decentralized networks. For example, Ethereum uses
them as one of the main components for the Sharding concept implementation.

Discrete Logarithm Zero Knowledge Proof. The discrete logarithm zero-knowledge proof
most applicable in applied tasks proof.

Let G to be a cyclic group with generator g such that the finding the discrete logarithm in this
group is computationally difficult. The standard problem of discrete logarithm zero-knowledge
proof is formulated as following for given value y € G prove knowledge of such value x that
y=g"

In the [2] the following scheme of the proof is given. In order to generate the proof the prover
Peggy:

14
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1.Generates random value v and computes t = g*.
2.Computes ¢ = hash(g,y,t),i = 1,n
3.Peggy computes r = v — cx
4.The proofis the pair (t, 7).
In order to verify the proof verifier Victor
1.Computes ¢ = hash(g,y,t),i = 1,n
2.Checks the next equality: t = g"y°

Cumulative Discrete Logarithm Zero Knowledge Proof. The described scheme of the discrete
zero-knowledge proof has a significant drawback: in order to sequentially proof knowledge of n values
it is necessary to generate n proofs that can very expensive from the memory point of view. Such a
problem is especially important in blockchain. From the other hand based on applied tasks, a
convenient tool should allow proving knowledge of values x,...,x; for some increasing sequence

t1,..., tm, ... with the following asymptotic complexity:
Individual Proof m Proofs
Time O(ty,, — tm—1) 0(t,,)
Memory 0(1) 0(m)

In order to satisfy all the requirements we offer the scheme of Cumulative Discrete Logarithm
Zero-Knowledge Proof that consists of two parts.

Main Proof

Cumulative Proof Generation. Let Peggy has alrcady generated the Proof for values

X1, ) Xg,,_, and now she would like to prove Victor that she possesses values xy, ..., x,  that are
discrete logarithms of values ¥y, ...y, = base g. In order to generate the Main Proof Peggy

1) computes ¢; = hash(g,y;), i = zyp,—1 + 1, 2,

2) randomly picks v € Z;, where [ is the size of the group G.

3) computes t, = g”.

4) computes 1, =V — 1X; == C, X, odl
The tuple b = (tzm, sz) is called Main Proof.
Safety Proof

The Safety Proof serves for the avoidance of fraudulent generation of the Main Proof. It
allows proving that Peggy truly knows the value of the discrete logarithm of te, using standard
discrete logarithm zero-knowledge proof.

In order to generate Safety Proof Peggy:

1) randomly picks w € Z;;

2) computes f = g";

3) computes d = hash(f, ¢, ,P);

4)computes k = w — dvmodl.

The tuple g = (f, k) is called Safety Proof.

Cumulative Proof Verification. The Verification of the Cumulative Proof for values
X1, .- Xt,,, consists of two parts: Safety Proof Verification and Main Proof Verification.

Safety Proof Verification
In order to verify whether the Safety Proof is valid, Victor:

1) computes d = hash (f, te,, P) ;

2) verifies the equality: f = g* tflz -

If the equality is true, then Victor goes to Main Proof Verification else the entire Proof is
invalid.

15
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In order to verify whether the Main Proof is valid, Victor:

1) computes ¢; = hash(g,y;), i = Zpm_1 + 1, 2;

- - Czm—q+1 Cz
1 = grzm th_ly m—1 o ese e y m
Zm-1 Zm—1+1 Zm

If the equality is true then the entire Cumulative Proof is considered as a valid one.

2) verifies the equality t, t

Conclusion. In the work a new cryptographic algorithm called cumulative discrete zero-
knowledge proof was offered. It allows proving the knowledge of sequence of values effectively
from the point of time and memory complexity and possesses Completeness, Soundness and Zero-
Knowledge properties.
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A computer information-modeling forecasting system of the thermal mode of the top lance
barrel of the oxygen converter has been developed in order to fulfill the urgent and economically
feasible task of determining the compliance of the input technological parameters with certain
safety criteria for conducting of converter melting, on the basis of mathematical modeling and
object-oriented programming.

Nowadays, safe and stable converter melting is fulfilled due to permanent monitoring of the
technological process and its adjustment. It requires continuous or discrete information about the
parameters of the steelmaking pool and, first of all, about the carbon content and the temperature of
the metal. Knowledge of these parameters allows you to make the necessary adjustments during the
melting. Moreover, it gives high accuracy of the obtained (final) results of the converter processing.

Thus, the development of forecasting systems, which allow you to determine the compliance
of the input technological parameters with certain safety criteria for conducting converter melting,
is an actual and economically feasible task.

The presence of forecasting systems of the thermal mode of the top blowing lance barrel
during the melting in an oxygen converter means providing a rational temperature regime for the
blowing devices throughout the entire operation period to increase their service life, exploitation
and trouble-free operation period. This is especially urgent for the conditions of the mining and
metallurgical industry of Ukraine, where many converter shops are equipped with outdated designs
of top water-cooled lances, which do not fulfil the technical and technological requirements and
have welded lance heads with a low service life [1].

What is more, such forecasting computer systems make it possible to determine the optimal
design and technological parameters of the used lancers (gaps for coolant supply, pipe thickness and
material, water flow and temperature etc.) on the stage of the development of the top blow device.
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